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AnHoTanus. B ctaThe npemiokeHo ucciaenoBanue rexnonoruu Bluetooth Low Energy
(BLE) ¢ ucnonb3oBanunem ycrpoiictBa Ubertooth One. Ucnonw3yercst orkpsiToe 110
Wireshark st ananmuza tpaduka u [1O Crackle aist pacmmdpoBKy TaHHBIX, BBISIBIISS YSI3BHU-
MOCTH B mpoliecce conpsikeHus BLE.

KroueBble cioBa: Bluetooth, Bluetooth Low Energy, BLE, Ubertooth One, ananu3

tpaduka, Wireshark, Crackle, yszBumoctu.

Bluetooth — 3T0 TexHosmorHUst OGecrpoBOI-
HOH CBsA3M, KOTOpasA HCIOJB3YETCSA BO MHOTHUX
YCTPOMCTBAX, TAKMX KaK CMapTQOHBI, HAYIIHU-
K¥, KOJIOHKU H T. 1. OJTHAKO C MIMPOKUM PaCIpo-
CTpaHEHHMEM U HCITOJIB30BaHMEM YCTPOHCTR, 00-

. majatommx texHonorueit Bluetooth, oco0yto ak-

TYyaJbHOCTh MPUOOPETAIOT BONPOCHI UX 0€30-
MACHOCTH.

B craTbe mpuBeneHO HCCiIEJOBaHHE
Bluetooth Low Energy (manee — BLE) — yco-

38

BeplIeHCTBOBaHHOM Bepcuu Bluetooth 4.0, Hatie-
JICHHOW Ha MaJIoMOIIHbIe ycTporicTBa [2]. BLE
MMEET MEHBIIYIO MOIITHOCTH ¥ TTIOTpe0IeH e, Kak
MPABHIIO, BO BpEMsI ITepeiauil, He MPEBHIIIAIOIICe
15 MA. Jlns Bcex onepaiuii, CBA3aHHBIX C MIUQ-
posanrem, BLE ucnonesyer anroputm AES-CCM
C JTMHOM KItoya 128 OuT.

BLE pa6oraer na wactorax 2,400-
2,4835 I'T. Yacroruwiii nuanazod BLE mope-
neH Ha 40 xananoB 1o 2 MI', Ho oOHapyKeHHe
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MPOMCXOJUT TONBKO Ha Tpex KaHayax. Makcu-
MalbHasi CKOPOCTh Iepelavyd JAaHHBIX
(B Bluetooth 5) 2 M6wut/c.

B uccnenoBanuy uCnosp30BaIOCh yCTPO-
ctBo Ubertooth One (puc. 1) — miatdopma pas-
paboTKH OECIPOBOJHON CETH C OTKPBITHIM HC-
XOIHBIM KOAOM Ha uacrtore 2,4 I'T'n, momxons-
mias Jys 9kcriepuMenToB ¢ Bluetooth [3]. dan-
HOE YCTPOWCTBO MMEET CIICAYIOIIIE XapaKTepH-
CTHUKH:

Jwnamazon gacrot: ISM 2,4 I'T.

Bluetooth 1.x, Low Energy, 802.11 FHSS.

Muxkpokoutpomiep: ARM Cortex-M3.

[Tonoca mporryckanus: 1 MI'1.

MormHocThs niepenaturka: 1 MBT.

[MomyaymnekcHbIH pexkxuM padoThlI.

Pa3bem anTenHsl: RP-SMA female.

Unrepdeiic Bzanmoneiicreust ¢ [TK: USB 2.0.

CranmapTHBIN 0TIaN0YHBIH pa3zbem Cortex
(10-xontakTHBIN 50-MummuMeTpoBsid JTAG).

AnanusupoBaHue TpaduKa OCYIIECTBIISI-
JIOCh C MOMOUIBIO OTKPBITOTO MPOTPaMMHOE
obecnieuenue (ganee — [10) Wireshark. Jlannas
nporpaMMa MOAJEepPKUBAET OrPOMHOE KOJTHe-
CTBO Pa3IUYHBIX CETEBBIX IIPOTOKOIIOB, 8 TAKKE
obnamaer QyHKIMEH COPTUPOBKH ¥ QUIIBTPAIIUH
Tpaduka.

Jns 3axBaTta Tpaduka cozgaercs mpo-
rpaMMHBIH KaHaJ TP IOMOIIX KOMaH bl mkfifo
/tmp/pipe. 3arem B nporpamme Wireshark or-
KpBIBaeTcs 3TOT KaHaul. J{anee BBOIUTCS KOMaH-
na ubertooth-btle -f -c /tmp/pipe 18 Hadana
3axBata BLE-Tpaduka (cm. puc. 2, 3).

E.C. Cemenos, A.U. Tpogpumos, B.I" Oxynes. Uccnenoranue TexHonoruu BLE 4.1

[Nocrne 3axBaTa Tpaduka, i paciindpoBKU
JIAHHBIX, Uctojb3oBasiock [10 Crackle mop ymnpag-
JieHueM oreparimonHoi cuctembl Kali Linux [4].
OHO uCTONB3yeT YA3BUMOCTh B TIPOIIECCE COIPS-
xenust BLE (Bluetooth Low Energy), kotopast mo-
3BOJISIET 3NIOYMBIIUIEHHUKY TIOI00paTh BPEMEHHBIH
kimou (Temporary Key), nepenaBaemplii oT Ti1aB-
HOI'0 yCTPOMCTBA IOAYMHEHHOMY. ECIIM BpeMEHHBII
KJIF0Y Oy7IeT ycnenHo nmofaoopan, Crackle momyuur
OCTaBIIHKECS KIIFOYH — KPAaTKOCPOUHBIH Kitrod (Short
Term Key), u nonrocpounsrii ko4 (Long Term
Key), ncronn3yembie 1151 IU(PPOBAHUS OCTATBHON
YacTH COSMHEHUs, ¥ pacimdpyer Bce mociey-
IOIIIMe 3aIU(POBAHHBIC TTAKETHI.

Jns pacumdposku, BxoaHoir PCAP daiin
JIOJDKEH COJIEpKaTh HECKOIBKO TTaKeTOB C Kofia-
mu omepanuu ynpasienuss LL ENC REQ u
LL _ENC_RSP [1]. Ans npoBepKH HAIAYIHS HYX-
HBIX TIAKETOB YKa3bIBaeTcs (paiii c 3aXBaueHHBIM
TpadukoM B KOMaHzE ¢ KIouoM -i. Eciu oHu
MPHUCYTCTBYIOT, UCTIONB3YETCSI KOMaHa, YKa3aH-
Hasg Ha pUCyHKe 4, B KOTOPOHl mocie Kioda -0
YKa3bIBACTCS pACIIONIOKEHUE (haiina [Is 3aIHCH.

VYA3BUMOCTH, KOTOPYIO JKCIIYaTUPYET
Crackle, xapakrepna mis Bepcuii BLE 4.0-4.1.
C Bepcuu 4.2 B BLE 6b11 no6aBiien pexum
Secure Connection, KOTOpBIi ycTpaHseT TaHHYIO
YSI3BHMOCTb.

B xoze nmpoBenieHust SKCIIEpUMEHTA YIalloCh
3axBaTUTh BLE-Tpaduk, paccMOTpeTh CTpYKTY-
py nakeroB B porpamme Wireshark, Takxe mo-
JTYYHIIOCH pactn(poBaTh 3 MaKeTa ¢ MOMOIIBI0
Crackle.

00000,
> ()

0Q00G

Puc. 1. Ubertooth One
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*/tmp/pipe
®ann  PepgaktMpoBaHue [pocmoTp 3anyck 3axeBaT AHanm3  Cratuctvka Tenedonusa BecnpoBogHoW  WMHCTpyMeHTbl  Momolb
Al @ mRERRG a € » n <« » = oo o ¥
(R[npumenmTs ancnnentbin dunstp ... <Ctrl-/>
No. Time Source Destination Protocol Length | Info
118 0.697374700 65:73:81:dc:78:dd 44:1e:46:ef:3b:92 LE LL 45 SCAN_REQ
119 0.697700900 7b:52:e7:18:8f:8c 65:73:81:dc:78:dd LE LL 45 SCAN_REQ
120 0.707348100 63:0f:26:d8:01:aa Broadcast LE LL 43 ADV_SCAN_IND
121 0.707657700 65:73:81:dc:78:dd 63:0f:26:d8:01:aa LE LL 45 SCAN_REQ
122 0.717675400 59:a2:c0:22:54:a4 Broadcast LE LL 56 ADV_IND
123 0.718089300 50:83:b8:f2:ba:02 59:a2:c0:22:54:a4 LE LI 45 SCAN_REQ
124 ©.718415800 59:a2:¢c0:22:54:a4 Broadcast LE LL 39 SCAN_RSP
125 0.722328300 65:73:81:dc:78:dd SamsungE_02:bf:85 LE LL 45 SCAN_REQ
126 0.727418100 Sa:df:02:5f:2a:4f Broadcast LE LL 56 ADV_IND
127 ©.727831800 50:83:b8:f2:ba:02 S5a:df:02:5f:2a:4f LE LL 45 SCAN_REQ
128 0.728157900 S5a:df:02:5f:2a:4f Broadcast LE LL 39 SCAN_RSP
129 0.729301300 08:98:d5:84:df:6f Broadcast LE LL 70 ADV_NONCONN_IND[Malformed Packet]
130 0.736247200 5e:60:ba:93:91:a4 Broadcast LE LL 68 ADV_IND
131 0.736757200 50:83:b8:f2:ba:02 5e:60:ba:93:91:a4 LE LL 45 SCAN_REQ
132 0.737083800 5e:60:ba:93:91:a4 Broadcast LE LL 50 SCAN_RSP
133 0.740973000 1f:73:39:e6:81:43 Broadcast LE LL 70 ADV_NONCONN_IND
134 ©.745098900 5d:de:30:5a:59:52 Broadcast LE LL 70 ADV_NONCONN_IND
135 0.751207700 50:83:b8:f2:ba:02 43:a9:27:1b:0d:32 LE LL 45 SCAN_REQ
136 0.752567000 16:13:ed:ff:36:c0 Broadcast LE LL 70 ADV_NONCONN_IND
137 0.757427200 6a:7e:eb:fd:e2:c9 Broadcast LE LL 76 ADV_IND[Malformed Packet]
138 0.757937400 50:83:b8:f2:ba:02 e2:70:ea:fd:f2:49 EE LE 45 SCAN_REQ
139 0.758263500 e2:70:ea:fd:f2:49 Broadcast LE LL 50 SCAN_RSP
140 0.759633200 01:5f:56:ff:5a:3f Broadcast LE LL 68 ADV_NONCONN_IND
141 ©.793123500 20:7b:1e:69:33:47 Broadcast LE LL 69 ADV_NONCONN_IND
N Erame 24: A5 hutes on wire (26A hite) A hutes cantured (2BA _hite) on intrerface /tmn/nine  id A
@ 7 wireshark_pipe7MHAJ2.pcapng o - Mokasaxbi: 141 (100.0%) - NoTepsaHo: 0 (0.0%) Mpodunb: Default

Puc. 2. 3axBauennsiit BLE-Tpaduk B mporpamme Wireshark

> Frame 2263: 44 bytes on wire (352 bits), 44 bytes captured (352 bits) on interface /tmp/pipe, id @
PPI version @, 24 bytes
DLT: 147, Payload: btle (Bluetooth Low Energy Link Layer)
v Bluetooth Low Energy Link Layer
Access Address: @x4c7aee3f
[Master Address: ChonggqingFug_27:92:a4 (a4:97:b1:27:92:a4)]
[Slave Address: c6:3c:1@:ea:52:e5 (c6:3c:10:ea:52:e5)]
> Data Header
[L2CAP Index: 2]
[Connection Parameters in: 2246]
> CRC: @xae9a4b
Bluetooth L2CAP Protocol
Vv Bluetooth Security Manager Protocol
Opcode: Pairing Request (@x@1l)
I0 Capability: Keyboard, Display (@xe4)
00B Data Flags: 00B Auth. Data Not Present (@x00)
Vv AuthReq: @x2d, CT2 Flag, Secure Connection Flag, MITM Flag, Bonding Flags: Bonding
00.. .... = Reserved: 0x0
..1. .... = CT2 Flag: True
..@ .... = Keypress Flag: False
. = Secure Connection Flag: True
.1.. = MITM Flag: True
.... ..01 = Bonding Flags: Bonding (@x1)
Max Encryption Key Size: 16
Vv Initiator Key Distribution: @x@e, Link Key, Signature Key (CSRK), Id Key (IRK)
. = Reserved: 8x@
. = Link Key: True
. = Signature Key (CSRK): True
..1. = Id Key (IRK): True
«+evs +..0 = Encryption Key (LTK): False
Vv Responder Key Distribution: @xef, Link Key, Signature Key (CSRK), Id Key (IRK), Encryption Key (LTK)
0000 .... = Reserved: 0x0
. 1... = Link Key: True
. = Signature Key (CSRK): True
. = Id Key (IRK): True
..1 = Encryption Key (LTK): True

00 00 18 00 93 00 00 00 ElNWEN- =gl RN~ - T o Il

PERE N L . 3f ee 7a 4c 02 @b 07 00
0020 ©6 00 01 94 00 2d 10 @e of 75 59 d2

Puc. 3. ITaker Pairing Request BLE-Tpaduka
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(base) ~

1 ~/Desktop/Dump_ble.pcap -o

TK found: 880038

E.C. Cemenos, A.U. Tpogpumos, B.I" Oxynes. Uccnenoranue TexHonoruu BLE 4.1

~/Desktop/some_file.pcap

ding ding ding, using a TK of @! Just Cracks(tm)

wWarning: packet is too short to be encrypted (1), skipping
LTK found: 7f62c053f104a5bbe68b1d896a2ed49c

Done, processed 712 total packets,

decrypted 3

Puc. 4. IIporpamma Crackle, pacumdpoapmias 3 makera
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Abstract. Bluetooth technology, widely used in devices like smartphones, headphones,
and speakers, raises significant security concerns due to its prevalence. This study delves into
Bluetooth Low Energy (BLE), an enhanced version of Bluetooth 4.0 designed for low-power
devices. BLE operates at 2.400-2.4835 GHz, utilizing 40 channels but detecting traffic on
only three. It employs AES-CCM encryption with a 128-bit key length for security. The research
utilizes the Ubertooth One device, an open-source wireless development platform at 2.4 GHz
suitable for Bluetooth experiments. Ubertooth One features an ARM Cortex-M3
microcontroller, 1 MHz bandwidth, and 1 mW transmitter power. The study involves traffic
analysis using Wireshark, a tool supporting various network protocols and offering traffic
sorting and filtering capabilities. To capture BLE traffic, a software channel is created with
Wireshark using the ubertooth-btle command. Subsequently, Crackle software is employed to
decrypt data by exploiting vulnerabilities in BLE pairing processes in versions 4.0—4.1. Crackle
can derive temporary, short-term, and long-term keys from captured traffic to decrypt
subsequent encrypted packets. The vulnerability exploited by Crackle is absent in BLE version
4.2 onwards due to the Secure Connection mode implementation. The experiment successfully
captured BLE traffic, analyzed packet structures in Wireshark, and decrypted packets using
Crackle, showcasing the importance of addressing security vulnerabilities in Bluetooth
technologies. This study underscores the critical need for robust security measures in Bluetooth
technologies to safeguard data integrity and confidentiality amidst the growing adoption of
wireless communication devices.

Key words: Bluetooth, Bluetooth Low Energy, BLE, Ubertooth One, traffic analysis,
Wireshark, Crackle, vulnerabilities.
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