© Epmuiesa 10./1., Omensuenko T.A., 2023

NMHHOBAIIUU B UH®OPMATHUKE,
BBIYMCJIMTEJbHOM TEXHUKE
N YITPABJIEHUHA

www.volsu.ru

DOI: https://doi.org/10.15688/NBIT jvolsu.2023.1.2 @n

YK 004.056.5:004.738.5
BbK 32.973273

OTAEJIBHBIE PE3VYJIbBTATHI IPUMEHEHUSA
IHPOTPAMMHOI'O CPEJACTBA AYTEHTH®UKALIINN
IO KNTABUATYPHOMY INIOYEPKY

KOnusa JenucoBna Epmuinena

Crynent, kadeapa HHPOPMAMOHHOMN OS30MaCHOCTH,
Bosnrorpaackuii rocyiapcTBEHHbIH YHUBEPCUTET
ibb-191 442563@volsu.ru

npoci. Yausepcurerckuid, 100, 400062 r. Bonrorpan, Poccuiickas ®@eneparust

TarbsiHa AslekcanapoBHa OMeJbYeHKO

Crapmuii npenoaapaTens, kadeapa nHGOPMAITMOHHOH 0€30IacHOCTH,
Bonrorpaackuii rocynapcTBEeHHbI YHHBEPCHTET
omelchenko.tatiana@volsu.ru

npoci. Yausepcurerckuid, 100, 400062 r. Bonrorpan, Poccuiickas ®@eneparust

Aunnotamus. ITportecc ayreHTH(UKAIIUH TTOJIB30BaTEIeH B pa3IHUHBIX CHCTEMAX 3ac-
Jy)KHBAaeT 0C000r0 BHUMAHUS, KOTJ[a pedb HIET O HEOOXOMMMOCTH JOCTOBEPHOTO MOATBEP-
KIICHUS TIPaB JIOCTyIa CYOBEKTOB J0CTyIa K 00bekTam joctyrna. CKOpOCTh pacmpocTpaHe-
HUS WHGOPMAIMOHHBIX TIOTOKOB B COBPEMEHHOM OOINECTBE, TIEPEXOA K YAAIEHHOMY TIOJI-
KIITFOYCHUIO K I/IH(bOpMaHI/IOHHBIM CHUCTEMAaM U UX HCITOJIb30BAaHHEC BO BCEX cq)epax KHU3HU Ye-
JIOBEKA MOOYKIAF0T 3JI0YMBIIIJICHHUKOB K IIOMCKY CIIOCOO0B 00X0/1a METO/IOB, MO3BOJISIOIIMX
OTJINYaTh HYXHBIX MOJIL30BATEJIE CHUCTEMBI OT BCEX OCTAJIbHBIX. A S3HA4YUT, aKTyaJ'ILHOfI
SABIIACTCA 3a/lada IIOBLIMICHUA YPOBHA HAACKHOCTHU ITpoLecca ayTeHTI/Iq)I/IKaHI/II/I B IpcAripus-
TUAX U OpraHu3almiax, 3a OCHOBY ITOTHOILICHHOI'O (I)yHKHI/IOHI/IpOBaHI/HI KOTOPBIX OTBEYACT BO3-
MOKHOCTP MTPEIOCTABICHUS YIAIEHHOTO JOCTYIIa IMOh30BaTeseil B MH(POPMAIHOHHBIE CHC-
TeMbl. [IpoBeIeHHBIN aHAIN3 CYIIECTBYIONIMX CITIOCOOOB U METO/IOB ayTeHTU(UKAIIH TTOKa-
3alJl, 4TO ayTeHTI/I(i)I/IKaIH/ISI, ImpoBoarMasd UCKIIIOUUTCIIbHO 110 CAMHUYHOMY IIPU3HAKY HE BCC-
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TJ]a MOKET B JJOCTATOYHOHW CTENEHW TONTBEPANTH NOMITHHHOCTh CyOhEKTOB MH(POPMAIUOH-
HOW CHCTEMBI, a 3HAYHUT, HEOOXOJUMO PACCMOTPETh BO3MOXHOCTh IMOCTPOCHUST MOJEIH
NBYX(aKTOpHOH ayTeHTHU(HUKANUH. B paMKkax MpOBOIMMOro MCCIIENOBaHUS TPUHATO pele-
HHE 0 pa3paboTKe IPOrpaMMHOIO CPEJICTBA, PEATU3YIOIIEro MOJEb ABYX(aKTOPHON ayTeH-
TU(QUKAUH 110 TAPOIBHOM, KaK cCaMOU MPOCTOW U PaclpoCTPaHEHHOH, 1 OMOMETPHYECKOH
(rapanTUpyrOUIel Hanboree BHICOKYIO TOYHOCTh IO CPAaBHEHHIO C JPYTHMMHU CYIIECTBYIOIIH-
MU criocobaMu TPOBEPKH HJCHTUYHOCTH) cocTaBisiiomuM. Cpenu paccMaTpruBaeMbIX Me-
TOZI0B OMOMETpHYECKOl ayTeHTU(UKAIIMK 0c000e BHUMaHNE ObLIO YIeIeHO KI1aBUaTypHOMY
MOHHUTOPHHTY, HaIIpaBIEHHOMY Ha pellIeHHe 3a/Ia4l paclio3HaBaHUs KJIaBHaTypHOT' o TIo4epKa
W TIO3BOJISIONIEMY CIIOCOOCTBOBATH MIOCTPOCHUIO MOJICUCTEMBI 3aIIIUTH MHPOPMAILIUU B KOM-
MBIOTEPHBIX CHCTEMAaX ITPH MPOBEACHUH TPOLICAYP UACHTU(DHUKAIIMN U Ay TCHTU(PHKAIIMH TIOb30-
Batesneil. OCHOBHBIM pe3yJIbTaToM, IOMyYEHHBIM NPU MPOBEAECHUH SKCIIEPUMEHTaIBHOTO HC-
CIICIOBaHUSI MTPUMEHEHUST Pa3pa0OTaHHOTO MPOTrPAMMHOTO CPEJNICTBA, SIBIISICTCS OrpaHUye-
HUE BO3MOXXHOCTH MOITyYeHUS HECAHKIIMOHHUPOBAHHOTO IOCTYIIa K KOPIIOPaTHBHOM HH(pOpMa-
MU 32 cdeT OoJiee TOYHOTO PAcIo3HABAHUS ayTeHTU(UKAIMOHHBIX MPU3HAKOB CYOhEKTOB
WH(POPMAIOHHBIX CHCTEM.

Karwuessle ciioBa: Onomerprudeckas ayTeHTH(GHUKANNS, UACHTU(DHUKALINS, KITABHATYP-

HBIW TOYEPK, 3alIUTa HHPOPMAIIH, HHPOPMAITUOHHAS CUCTEMA.

[IpenoTBpaleHue HeCaHKIMOHUPOBAHHOT O
JIOCTYTIa B CHCTEMY SIBJISIETCS BaKHBIM DJIEMEH-
TOM TIPH MOJAEP’KaHUH LEIIOCTHOCTH, OCTYITHO-
CTH M KOH(PHICHIIMATLHOCTH HH(popManuu. Cuc-
TeMa 3aIUTHl BBITIOJIHSET MPOBEPKY MOATHHHO-
CTH Ha OCHOBE OITPE/ICTICHHOM YHUKAJIbHON HHPOP-
MaIliH, CofIepKallell THIUBUAyaIbHbIE XapaKTe-
PUCTHKH KOHKPETHOTO TOIh30BaTeNA. DTOT IIPO-
1ecc MOJIy4HJI Ha3BaHKe ayTeHTHQUKanuu [2].

Cy1miecTByeT HECKOJIIBKO METOAOB ayTEeH-
tudukanuu. Kaxapii mpeamnonaraer cBou
KITF0YeBbIe 0COOCHHOCTH. PaccMoTpuM OCHOB-
HBI€ U3 HUX.

[MaponbHas ayTeHTHDUKALINS TTOIpa3yMeBa-
eT co0ol mpoueaypy KOHTPOJS MOMITHHHOCTH
M0JIb30BATeNs, CPAaBHUBAsI BBEJICHHBIN Mapoib
(719 COOTBETCTBYIOIIETO JIOTHHA) C MapoiieM,
XpaHsmUMcs B MaccuBe JaHHBIX. OCHOBHBIMHU
TUTFOCAMH MTAPOJIbHOM ayTeHTU(DUKAIINH SBIISFOT-
csl mpocToTa M OOJbINAsi CTENEHb pacnpocTpa-
HeHHOcTH. OZHAKO MO COBOKYITHOCTH XapakTe-
PUCTHK 3TOT BUJ ayTCHTHU(PHUKAIIUU CUUTACTCS

CaMbIM YSI3BUMBIM CPEICTBOM IPOBEPKHU IOJ-
smHaHOCcTH. [1o maHHbBIM MccnenoBaHuil Positive
Technologies [3] OonbIIMHCTBO TONB30BaTENEH
HCTONB3YIOT MPOCTBIE MAPOIIH, MOIPOOHas CcTa-
THUCTHKA 00 UCIIOJIb3YEMbIX CHUMBOJIAX MIPEIACTAB-
JieHa B TaOJIHIIE.

CrieyronuM METOAOM ayTeHTH(UKAIIUU
paccMoOTpUM ayTEeHTH()HUKAIUIO C TIOMOIIbIO BHE-
ITHUX HOCUTEJICH KITF0YeBO nHpopMaiuu. 10T
METOJI TPEIOoJIaraeT MOAKIIOYCHNE K KOMITBIO-
Tepy HOCUTEJISI KITFOUEBON HHPOPMAIIUH TIPH KaK-
JIOH TIOMBITKE aBTOpHU3anuu B cucreme. Omnepa-
IIMOHHAS CHCTEMAa CUMTHIBACT C HErO UACHTU(DHU-
KaTop IOJIb30BATENS M COOTBETCTBYIOIIHI eMy
KIto4. B Takom ciydae HaeHTUUKATOP MOTB30-
BaTells MCIOJb3YyeTCs B KauecTBe JIOTUHA, a
KITIOY — B KaueCTBE MapOoIs.

OTaenbHBIA KJIacC B MEpAapXHH METOOB
ayTeHTU()UKAIIMY 3aHUMAET ayTeHTU QUKAIIHS 110
OMOMETpHUYECKUM XapakTepucTrkaM. [IpoBepka
MIPOXOIUT I10 XapaKTePUCTUKAM MPHUCYIIUM Ye-
JIOBEKY, TAKUM KaK OTIEYATOK MaJibIla, CKAaHHPO-

CyMMapHaﬂ CTAaTUCTUKA IO HUCNOJbB3YyEMbIM HaﬁopaM CHMBOJIOB B NapoJifax

Habop ucnonb3yeMbIx CHMBOJIOB Hoas, %

Tonbko nudps! (numeric) 52,73
CumBoIbl aHTIIMiickoro ayiaButa B HIbkHeM peructpe (loweralpha) 17,96
CuMBOJIBI aHTIIHICKOro ayiaBuTa B HIDKHEM peructpe u nudpsl (loweralpha-numeric) 17,51
CHMBOJIBI aHTIIHICKOro ayiaBuTa B pa3HbIX periucrpax u uudpsl (mixalpha-numeric) 34

CHMBOIIBI aHIIMHCKOrO andaBuTa B pa3HbIX peructpax (mixalpha) 1,63
CuMBOIBI aHIIMHCKOrO andaBuTa B BepXHeM peructpe u nuudpsl (alpha-numeric) 1,35
CuMBoOIBI pycckoro andasura B HIkHeM peructpe (loweralpha-rus) 1,12
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BaHUE CETYATKH I7a3a, KIaBUATypHOMY TO4Yep-
Ky, TeMOpy romoca [1].

Tak xak onHO(aKkTOpHasl ayTeHTU(DHUKAITTH
obecrieyrBaeT HU3KUH yPOBEHb 3aIUTHI JAHHBIX
MOJIb30BATENCH, pacCMOTPUM Haubolee CIIOXK-
HBIH BapUaHT ayTeHTH()HUKAITUH - IBYX(HAKTOPHYIO
ayTeHTU (puKanuo. [lonTBepkaeHuEe TUIHOCTH
MOJIL30BATEINS TPOUCXOIUT ITyTEM IPOBEPKH JIBYX
YCJIOBHUH pa3HbIX TUIIOB. Ficnonb3yeM coueranue
HanOoJIee pacpoCTpaHSHHOM MapoIbHOM ayTeH-
TU(UKAIIIH C OMOMETPHUYECKOM, B KaueCTBE OHO-
METPHUIECKON ayTeHTH(OUKAIIMN PACCMOTPHUM Kila-
BHATYPHBIH TOYEPK [5].

KnaBuaTypHbI# OYepK MpeacTaBisieT co-
00i1 qUHAMKKY paOOThI Ha KJIaBUATYPE, YIUThI-
Basl pa3IUYHbIC 0COOCHHOCTH PabOTHI ¢ KilaBHa-
Typoit. [y ayreHTHUKAIMK B CUCTEME pa3pa-

MAMP
MAMP Servers Tools Cloud Help

® MAMP

Cloud

QR

New on MAMP TV:

Transferring your
MAMP PRO host to a server

Open WebStart page

IPUMEHEHUS IPOrPAMMHOTO CPECTBA AYTCHTUDHKALINY m—

0oTaeM IIPOrpaMMHOE CPEICTBO, KOTOpOE OyneT
codeTarb B cebe [Ba pa3InyHbIX METONa ayTeH-
Tuukaiym [4].

Jnst obecrnieuenust ocTymna K 0a3e JaHHBIX
nojib3oBareneii PhpMyAdmin noakiroueH cep-
BEp, CO3JaHHBINA MPH MMOMOIIH MPOTrPaAaMMHOTO
obecnieueHuss MAMP (puc. 1 u 2).

Ha cnenytomem stamne pa3paboTKH CIIpo-
eKTUPOBaHBI ()OPMBI JIJIsI PETHCTPAINU U aBTO-
pu3anuu B cucteme (cM. puc. 3 u 4).

[Ipu perucrpanyu CYUTHIBAIOTCS OCOOCH-
HOCTH pa0OTHI Ha KIIABHATYPE, 3aITyCKaeTCsl Keli-
JIOTTEp, Mapoib M JIOTHH 3aHOCSITCS B COOTBET-
CTBYIOILLYIO 0a3y JaHHBIX. AyTeHTU(UKAIUS TIPO-
HCXOIMT IO JBYM METOJaM: CBEPKH Mapois U
JIOTHHA MTOJIh30BAaTENS ¥ IIPOBEPKU COOTBETCTBUS
XapaKTEepPUCTUK paboTe ¢ KIABHATypOH, TAaKUX

Apache Server ®
MySQL Server ®
Cloud O

Stop Servers

Try MAMP PRO

[ watch on MAMPTV

Puc. 1. [IporpamMmmuoe ob6ecnieuenie MAMP mist paGoThI € JTIOKaNBEHBIM cepBepOM 0a3bl JaHHBIX

B 7] Server localhost 3306 » @ Database: sokryshiteli » [ Table: users

Insert =} Export [i& Import 5| Privileges 4° Operations 35 Triggers

Search this table Sort by key: | None v

surname
ermisheva
Gold
pikalova

skv

@ Delete = Export

Search this table None v

Sort by key:

Puc. 2. baza nanHbIX B web-pexxume

@ﬁJ@ 5@ =] Browse 34 Structure L[ SQL 4 Search 3¢
Recent Favorites
- «” Showing rows 0 - 4 (5 total, Query took 0.0005 seconds.)
‘_ONEW SELECT * FROM “users™
T— information_schema
H-3 mysql [ Profiling [ Edit inline ] [ Edit ] [ Explain SQL ] [ Create PHP code ] [ Refresh ]
o
+~ 1 performance_schema
-G sokryshitsh ) Showall | Numberofrows: | 25 |  Filterrows:
‘g New :
IR s + Options
.
B3 sys < T_» v i login pass name
O PEdt 3:Copy @ Delete 4 julia 1234 julia
O g Edt #c Copy @ Delete 3 MaxGold 123456 Max
[0 7 Edit % Copy @ Delete 5 Ipikalova poiuyt lada
[J 7 Edit % Copy @ Delete 8 skvnastya qwerty nasty
(0 & Edit 3¢ Copy @ Delete 9 poligrand 789456 Ekaterina Ezhova
+ [J Checkall With selected: 7 Edit #c Copy
[J Showall Number of rows: 25 v Filter rows:
Query results operations
NBI technologies. 2023. Vol. 17. No. 1
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Q Form2

Registration
Name:

=] Surname:

l
Login:

™

-
a Password:
l

[ Hide password

Cancel Exit

Puc. 3. OxHo perucrpanuu

Cnpaeka

Welcome!

. Login:
-

a Password:
' i

O Hide password

Enter Cancel

Save file to - YourFilaNams

Create an account

Change password

00:00:00

Start

ERROR

Puc. 4. OxHo aBTOpH3aIUH

KaK WUCIIONb30BaHNE CHCTEMHBIX KIIABHII, CKO-
pOCTh Te4aTH, a Tak)Ke OTCIEKHBAETCS KO-
YECTBO MCIIOJb30BaHUi Kiapuim Backspace.

Jlist BXoJa B CUCTEMY HpPOBEPSETCS CO-
OTBETCTBHUC JIOTMHA U IMApOJId, a TAKXKE UIACH-
TH(UKAIKSI KITaBHATYPHOTO ITOYEpKa MOIh30Ba-
TCJIA, IPU yCHGHIHOfI IIOIBITKEC BXOJa Imojy4ya-
€M COOOIICHHE O MTPOXOKICHIH ayTeHTU(HKA-
uuu (puc. 5).

B npotuBHOM citydae monb30Barelto Oyaer
OTKa3aHO B JIOCTyIE (CM. puc. 6).

OCHOBHO}#1 pe3ynbTar, KOTOPBIN JOCTHTAeT-
sl TPH MCTIONIb30BaHHUH TPEITIOKEHHOTO METO/Ia
ayTeHTH(HKAI[MKM, cOoUeTarollero B cebe ma-
POJBHYIO H OMOMETPHUYECKYIO COCTABIISIONINE,
3aKITI0YaeTCsl B OTpaHU4YeHI N BOZMOYKHOCTH TIO-
Jy4eHUs] HECAHKITOHUPOBAHHOTO JIOCTYIIA K KOp-
MOpaTuBHOW MH(OpMaIINK B ciIydae KOMIIpOMe-
Talluy JOTWHA W Mapoiis 3I0YMBIIIICHHUKOM 32
cuer Ooree TOYHOro paclio3HaBaHUsI ayTeHTH(H-
KaI[MOHHBIX MTPU3HAKOB CYOBEKTOB HH(OpPMAIIU-
OHHBIX CHCTEM.

Monszosatens 3aBTOPW30BaH!

Puc. 5. Coobienne 00 ycnenHon ayTeHTuhUKaum

14 HBU mexnonozuu. 2023. T. 17. Ne 1
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NaeHTdHMKaLMA NO KNABUATYPHOMY NOYEPKY HE NPOAEHa!

Puc. 6. Coobuienrie 00 omubKe npu BXOE B CHCTEMY
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Abstract. The process of user authentication in various systems deserves special attention
when it comes to the need for reliable confirmation of access rights of access subjects to
access objects. The speed of the spread of information flows in modern society, the transition
to remote connection to information systems and their use in all spheres of human life encourage
attackers to search for ways to bypass methods that allow distinguishing the right users of the
system from all others. This means that the task of increasing the reliability of the authentication
process in enterprises and organizations is urgent, the basis for the full functioning of which is
the possibility of providing remote access to information systems for users. The analysis of
existing authentication methods and processes has shown authentication has been carried out
exclusively on a single basis cannot always sufficiently confirm the authenticity of the information
system subjects, which means that it is necessary to consider the possibility of building a two-
factor authentication model. Within the ongoing research, we decided to develop a software
tool that implements a two-factor authentication model using a password (the simplest and
most common method) and biometric (guaranteeing the highest accuracy compared to the
other existing methods of identity verification) components. Among the considered methods
of biometric authentication, special attention has been paid to keyboard monitoring, aimed at
solving the problem of recognizing keystroke dynamics and allowing to contribute to the
construction of a subsystem for information protection in computer systems during user
identification and authentication procedures. The main result obtained during the experimental
study of the application of the developed software tool is to limit the possibility of obtaining
unauthorized access to corporate information due to a more accurate identification of the
authentication of the subjects of information systems.

Key words: biometric authentication, identification, keystroke dynamics, data protection,
information system.
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