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AHHoTanus. Bmecre ¢ ObICTpBIM pa3BuTHEM HUPPOBBIX TEXHOIOTUH KOMMYHHUKAIIWH,
TO3BOJMBILIHX MTEpeIaBaTh COOOIIEHHS B pa3HbIX OpMax IO CETH, BO3POCIIa U MTOTPEOHOCTH B
3allKTe TIepenaBaeMbIX JaHHBIX OT JOCTYIa K HUM TpeTbUX Jinl. OJTHIM U3 OCHOBHBIX CITOCO-
0O0B 3alUTHI JaHHBIX SIBISIETCS UX MU(poBanue. [TaBHBIN NPUHIUT TAKUX aITOPUTMOB COCTO-
UT B TOM, YTO TEPENaTIYNKH MMPHEMHUKA JIOJDKHBI 3apaHee 3HATh ajJropuTM MH(poBaHHs U
KIIFOY K COOOIIEHUI0, O3 KOTOPBIX MH(OpMAIUs TIpeCTaBIsIeT cO00H He NMEIOIIUH CMBICTIa
Habop cMMBOJIOB. [TOCKONBKY C MOBBIICHUEM ITPOM3BOMUTEILHOCTH BHIYMCIUTEILHON TEXHH-
KH OTMEYaeTcs pocT 3Pp(EeKTUBHOCTH METOAOB KPUIITOAHAIN3a, BOSHUKIA HEOOXOAUMOCTh B
MPUMEHEHHH O0Jiee CIIOXKHBIX ITOJX0Z0B K MM(POoBaHU0. B 4acTHOCTH, B MCIIONB30BAaHUH TaKO-
TO MEPCIIEKTUBHOrO MOX0/1a, KaK HEHPOHHBIE CETH, sl IH(POBAHUS JTAHHBIX — HEHPOKPHII-
torpaduu. brarogaps ToMy, YTO BEIYHCIUTENBHAS MOIIHOCTD TEXHUYECKHUX CPEJICTB TPOION-
’KaeT BO3pacTaTh, HA CErOJHSAIIHUI JICHb HAIUTU MPHUMCEHEHHE Ha MPAaKTHUKE CaMble pa3HbIe
peanuzanuy HeHpOHHBIX cereid. JIroOoi anropuT™ mUpPOBaHUSI OCHOBBIBAETCS HA TEHEPAIIUT
Pa3IMYHBIX BAPUAHTOB HCKAYKEHHOTO KOJIa, KOTOPBI MOXET OBITh pacrio3HaH HITH BOCCTAHOB-
JIeH MCTIONBb3YeMO HEHPOHHOM CEeThIO C 3aJ]JaHHBIMU XapaKTEPUCTHUKAMHU W BKIIIOYAET B celst
CIIETYFOIIHE 3TAITBL: TPEBAPUTENLHBIH, OCYIIECTBIISIONIMN TPEABAPUTEIHHYIO 00pa0OTKY JaH-
HBIX 1 (popMHUpOBaHUE 00yJaroIIei BEIOOPKH; (OpMUPOBAHUS HEHPOHHOM CETH, BKITFOUAIOIIINIA
o0yJeHre; ¥ OCHOBHOM, OCYIIECTBISIFOLIHN M(poBaHre WK AelrdpoBanue. B crarbe pac-
CMaTpHUBaeTCs BOIIPOC TOBBIIICHNUS 3P ()EKTHBHOCTH 3 THI TAHHBIX CPEACTBAMHU HEHPOKPHII-
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torpaduu. [ToBsienre 3pGEKTUBHOCTH JOCTUTAETCS 33 CHET BHIOOpA TAKOW TPYIIIBI KPHII-
TorpaMueCKUX MPUMUTHBOB, PEaIM3allisl KOTOPBIX B BUJIC HEHPOHHOM CETH ABIISETCS HAa0O-
nee 3¢ dexruBHON. [Tog 3(h(HEeKTHBHOCTHIO IPU 3TOM TOZIPA3yMEBACTCSI OTHOIICHHE CKOPOCTH
M (pPOBaHKS JAHHBIX KO BpeMeHH ()OPMUPOBAHUS HEHPOHHOW CETH.

KuiroueBble cioBa: mmppoBaHue, HEHPOHHAs CETh, 3aMEHA, IIEPECTaHOBKA, OJI0YHAs

OJIMHAPHAs [IePECTAaHOBKA.

[IpoBenen ananus Helpokpunrorpaduu, B
pe3ynbTaTe KOToporo ObLI clelaH BBIBOI, YTO
BHE 3aBHUCUMOCTH OT TOT0, KaKasi HepOHHasi CETh
Oyzer B3siTa 3a OCHOBY HeWpoKpHIITorpadudec-
KOW CHCTEMBI, U H(POBAHUS MOTYT UCIIOJb-
30BaThCs TMO0 CUMMETPUYHBIE, THO0 acCHMMET-
pHUYHBIC aNTOpUTMBI U poBaHus [2]. B cratbe
paccMaTpUBaIOTCSl CHUMMETPUYHBIE alTOPUTMBI
mudpoBaHus, MOCKOIBKY OHH HE TpeOOBaTelb-
HBI K BBIUNCIHUTEIBHBIM PecypcaM, OTINYaIOTCs
BBICOKOW CKOPOCTBIO M (POBAHUS M 00J1a1al0T
TEOPETUUECKOW CTOMKOCTBIO B OTJIMYHE OT ACUM-
METPUYHBIX aJITOPUTMOB.

[Ipoananu3upoBaHbl HEKOTOPHIE CYIIECTBY-
Iolme MeTobl HelfipokpunTorpaduu [1]. B pe-
3yNlbTaTe aHalln3a BBIOpaH MeTox MU(pOBaHUS
Ha ocHoBe HelponHo cetn RBF, nmockoneky oH
001ajaeT HU3KOW BEIYHCIUTENBHOM CIIOKHOCTBIO,
HU3KOW CIIO)KHOCTBIO OOYUCHHUS M JIOCTATOYHOMH
KPUIITOCTORKOCTHIO [3].

@OyHKIMOHAIBHAS MOJIENb, BBITOIHEHA B CO-
otBerctBuU ¢ Merononoruei IDEF0, nmpenrasHa-
YEeHHOH JU1s (pOpMaM3alliuy | OITUCAHHMS TpoIiecca
3aIUTHI JAHHBIX CPEICTBAMU HEHPOKPUITOrpaduH.

ltﬂrcpmm WHpPOBaHKUA

OTKpLITLIA TEKCT
»| Coopmuposate obyuaouiyio Bsibopky

Obyyanwan
Beifopka

[pu nexommozunmu GyHKIMOHATBLHOTO OJ10-
Ka [4] ObUIH BBIZICTICHBI CIICAYIOIINE €0 COCTaB-
JISIOIIHE (CM. PUCYHOK):

a) oiok «CdopMupoBaTh 00YUAIOIIYIO BbI-
0OpKy»;

0) 6510k «O0yYUTH HEHPOHHYIO CEThY;

B) 010K «3ammmudpoBaTh JOKYMEHT.

B 610ke «ChopMupoBaTh 00y4arOIIyIO
BBIOOPKY» 3a/1aHbI:

a) BXOJHbIC JTaHHBIC — OTKPBITHIH TEKCT;

0) ynpapmsrorasi ”HGOpMAaIus, B KauecTBE
KOTOPO# BBICTyMaeT aJrOpUTM HMU(POBAHUS;

B) MEXaHHU3MBbI, HEOOXOAUMBIE ISt HOPMHU-
poBaHus 00yJaroIIeii BEBIOOPKH, — CHCIUAIHUCT 10
31U Te MH(GOPMALIK U IPOrPAMMHBIN KOMILTEKC.

B pesynbrare JaHHBIX BO3JEUCTBUM Ha
BBIXOJIe QYHKIMU TTONMy4aeTcst 00yqaroniast Bbl-
Oopka.

B Gnoke «O0y4nuTh HEHPOHHYIO CETh» 3a-
JIaHbI:

a) BXOJIHBIC JJaHHBIC — 00yJaroIasi BEIOOPKa;

0) ynpapmsrorasi ”HGOpMAIus, B KauecTBE
KOTOPOH BBICTYIAET aJIFOPUTM O0y4eHHUs 00pat-
HOT'0 PacpOCTPaHEHUS OIIHOKH;

Anroputm o0yuyeHuR oBpaTtHoro
pacnpocTpaHeHna owndkn

OByunTs HElPOHHYK CETb

CreHepWpoBaHHLIN Halop 00yyeHHbIX
HEWPOHHbIX CETEl

Ofy4yeHHaA HeNPOHHAA
CeTh C HaUMeHbWen
ownGKon

LWugpoTexcr

3awundpoBate AOKYMEHT

Cneuwanuct MporpaMmMHbIR
no 31 KOMMnexc

STATISTICA
MNueral Networks

Puc. 1. JlexoMmio3uims pyHKIIMOHATIHHOTO OJT0Ka «3alUTa JaHHBIX CPEACTBAMHU HEHPOKpUIITOrpadurm»
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B) MEXaHHU3MBbI, HEOOXOAUMBIE ISt HOPMHU-
poBaHus 00yJaroIIeii BEBIOOPKH, — CHCHUAIUCT 10
samute uHpopmaruu U STATISTICA Nueral
Networks (SNN).

B pesynbrare JaHHBIX BO3JEUCTBUM Ha
BbIX0JI€ (DYHKITHH TIOJY4aeTCsl CTeHEpUPOBAHHBIN
Ha0op 00yUEHHBIX HEHPOHHBIX CETEH.

B Groke «3ammdpoBath JOKYMEHT) 3aaHbl:

a) BXOJIHBIE JJAHHBIE — OTKPBITBIA TEKCT;

0) ynpapnsrorasi ”HGOpMAaIus, B KauecTBE
KOTOpOW BBICTYIAET aJrOpUTM OOydeHHas Hel-
pOHHAs CEeTh C HAUMEHBIIEH OIMOKON;

B) MEXaHU3MBI, HeoOXoMUMEBIe JJIsi Bop-
MUpoOBaHUs o0Oydaronield BHIOOPKHU, — Crelua-
JIUCT TIO 32K Te HHPOPMAIUU U MPOTPaMMHBIH
KOMILJIEKC.

B pesynbrare JaHHBIX BO3JEUCTBUM Ha
BBIXOJIe PYHKIMHU TONydaeTcs MUQpPOTEKCT.

[IpoBeneHbI KCIIEpUMEHTATbHBIE HCCIIE-
JOBaHUs. 3aauei HKCIIepUMEeHTaIbHBIX HCCIIe-
JIOBAHHI SIBIISIETCS OINpENeNeHNUEe HaUITyqIIero
METOJIa 3alIMThl JaHHBIX CPEICTBAMH HEHpo-
KpunTorpaduu ¢ MoMoIIbIo pacuera rmokas3are-
7151 3PEKTUBHOCTH MTPU ITIOMOIIH ITPOTPAMMHOTO
KOMIIJIEKCA.

J17ist pettieHust MoCTaBIeHHOM 3a/1a91 HE00-
XOJIMMO TIPOBECTH CIIEAYIOIINE IKCTIEPUMEHTHI:

a) aHaJM3 3alllUThl JAHHBIX CPEICTBAMMU
HEHPOHHOM CeTH, MOCTPOCHHOM Ha 0a3e mudpa
e3aps;

0)aHanu3 3allUThl JAHHBIX CPEICTBAMMU
HEHPOHHOM CeTH, MOCTPOCHHOM Ha 0a3e mudpa
OIOYHON OJTTHAPHOM ITePECTAHOBKH.

B pesynbraTe mpoBeIeHHBIX IKCIIEPUMEH-
TOB ITOJTY4EHBI CIIEMYIONINE 3HaueHUs1 () (HEeKTrB-
HOCTH JIJIs1 3aIUTHI JaHHBIX CPEICTBAMU HEHPOH-
HBIX CeTel, MOCTPOSHHBIX Ha Oa3e mudpa [{e3a-
ps 1 Ha Ga3e mmdpa OIOYHON ONUHAPHOMU TIepe-
CTAHOBKH:

a) 9 PEKTHBHOCTD 3alUTHI JAHHBIX CpPEJl-
CTBaMH HEHPOHHBIX CETEH, IIOCTPOCHHBIX Ha 0a3e
mmdpa Lesaps, — 629;

0) 3P PEeKTHBHOCTD 3alUTHI JAHHBIX CPEJl-
CTBaMH HEHPOHHBIX CETEH, IIOCTPOCHHBIX Ha 0a3e
mudpa GIOYHON OTMHAPHOW MEPECTaHOBKH, —
1157.

U3 pe3ynsTaToB dSKCIEPHMEHTAIBLHBIX HC-
CIIEIOBAHU MOYKHO CJIENIaTh BEIBOJI, YTO UCTIONb-
30BaHME MU(pa OJI04YHOW OJMHAPHOH IepecTa-
HOBKHU SIBJIsICTCS Oosiee () PEKTUBHBIM IS 3a-
MM THI TAHHBIX CPE/ICTBAMU HEHpOKpUIITOrpaduy,
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A.B. Huxuwosa, E.M. ['vibuna, M. IO. Yunuyvin. Hetfipokpunrorpadudeckas 3amura HHGOpManum

MOCKOJIBKY 00yUeHHE TaKOW HeHPOHHOMU ceTH 3a-
HUMAaCT MCHBIIC BPEMCHHU.
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Abstract. Along with the rapid development of digital communication technologies, which
allowed to transmit messages in different forms over the network, the need to protect
transmitted data from access by third parties has increased. One of the main ways to protect
data is encryption. The main reason for encryption is that users must be aware of encryption
methods and keys, without which information is meaningless in the form of symbols. As the
efficiency of cryptanalysis methods has increased with computational performance, there has
been a need for more sophisticated approaches to encryption. In particular, the use of such a
promising approach as neural networks for data encryption — neurocryptography. Due to the
fact that the increased power of technological tools continues to grow, today’s neural networks
have been used in practice. Any encryption algorithm is based on generating different variants
of a distorted code that can be recognized or reconstructed by a neural network with specified
characteristics, and includes the following stages: preliminary, performing preliminary data
processing and formation of a training sample; formation of a neural network, including training;
and the main one, performing encryption or decryption. The article deals with the issue of
increasing the efficiency of data protection by means of neurocryptography. Improving efficiency
is achieved by selecting a group of cryptographic primitives, the implementation of which in
the form of a neural network is the most effective. Efficiency in this case means the ratio of
data encryption speed to the time of formation of the neural network.

Key words: encryption, neural network, replacement, permutation, block single
permutation.
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