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Annorauusi. B pabore paccmarpuBaercst Moaxo K MOCTPOCHUIO CHCTEMBI Oe30mac-
Hoctu POS-cereit. Kpome Toro, qana KOHIENIAS CUCTEMBI MOHUTOPHHTA U aHAJIU3a YTPO3 B
POS-cersix 1 mpemiokeHa ee apXUTEKTypa.

KuaroueBble ciioBa: POS-ceru, nHdopMannonHas 6e301macHOCTb, MOHUTOPHHT, SIEM-
cHucTeMa, aHaJli3 yrpo3.

OO0beM Oe3HAJMYHBIX PACUCTOB C KaxK- TPEOYIOLIUX CEPbE3HBIX PECYPCOB IS MOICP-
AbIM TOOAOM YBCINYUBACTCA. COOTBETCTBEH- KKHU X q)yHKHI/IOHa.HLHOFO cocTossHUS. MomieH-
HO pacteT konuuecTtBo POS-ycTpoiicTBa u ome- HUYECTBO B c(hepe AIEKTPOHHBIX TIaTeXKel cTa-
palmii 1o UX MCIOTB30BAHHIO U 00CITY)KHBAHHIO. HOBHUTCS Bce Ooliee cepbe3HON MpobieMoi u3-
CuctreMa 3JIEKTPOHHBIX IUIATEXKEHW MPeCTaB- 3a pocra OE3HATMYHBIX TJIATEKEH U TMOsBIIe-
JsgeT co0OM CIIOXKHYI0 CTPYKTYPY C MHOXeE- HUS HOBBIX YI'PO3 U METOJI0B HECAHKI[HOHUPO-
CTBOM DPa3JUYHBIX MOJCUCTEM U DJIEMCHTOB, BaHHOIO 0CTyna K uHGopmanuu POS-cereit.
pacrmpeneneHHbIX Ha OONBIION TEePPUTOPUHU U 3ammTa HHPOPMAIIUHU B TPOLIECCE COBEPILICHUS
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IJIATSKHBIX OMepaluit TpedyeT 0oJiee KECTKOro
KOHTPOIISL ¥ ONPEACTICHHS yTpo3 B ONEpaTHB-
HOM pexume. CKOpOCTh ONpeeNeHust U pea-
TUPOBaHMS Ha KUOEPYrpo3y 3aBUCHT OT TOTO,
CMOXET JU CHCTEMa MPEeJAOTBPATUTh YTEUKY
KpUTHUYECKH BakKHOUM mHpopManuu. B Hebrna-
TONPUSATHOM CIlydae MOTepy OT MOIICHHHYEC-
KO aTakW pacTyT KCHOHECHIMAJIBHO C Tede-
HUEM BPEMCHHU.

OCHOBHBIM CTaHIApTOM HH()OPMALTHOHHOH
0e30MacHOCTH MIATEXKHBIX KapT siBisiercst PCI
DSS, xotopsrii 66i1 ipuaST B 2004 1. [4]. B cTan-
JapTe MpeAcTaBlIeHbl eaquHbIe TpeboBaHuUs Oe-
30MaCHOCTH TIpU Tepenayde, XpaHeHuu 1 odpa-
OOTKH JAHHBIX O JIPKATENAX TIATEKHBIX KapT.
B HH(OPMAIIMOHHBIX HHPPACTPYKTYpax OpraHu-
3anmii. KoMmanusMm npricBanBaeTcsi orpeacieH-
HBIIl YpOBEHb B 3aBHCHMOCTH OT KOJUYECTBA
TpaH3akiuid. KaxIoMy ypoBHIO COOTBETCTBY-
€T CBOW HaOOp TpeOOBaHU, KOTOPHIE JOIKHBI
BBIMONHATECSA. CTaHIApT NpeaycMaTpuBaeT
MPOBECHUE €KETOJHBIX ayIUTOPCKUX TMPOBEPOK
KOMIIAHUH, a TAaKXKe eXKEKBapTaIbHble CKAHUPO-
BAHHUS CETEH.

CranaapT 6€30MacHOCTH IUIATEXHBIX TIPHU-
noxenuit Payment Card Industry Payment
Application — Data Security Standard (PCIPA-
DSS) npennasnaden A mpousBoxuTeneil mpo-
IrpaMMHOT0 00eCIedeHus], YHaCTBYIOIIETrO B 00-
paboTKe IIaTEeKHBIX TPaH3aKIIHH.

BonbIIMHCTBO KOMITAHUM HE MPOXOMAT OLEH-
Ky COOTBETCTBHS CyIIECTBYIOIIMM CTaHJapTam
W HE MOTYT CUMTAThCS 3alIMICHHBIMU OT KHOe-
paTak, HO Jake TIOJIHOE COOTBETCTBHE TpeOOoBa-
Husim PCI DSS u PA-DSS He o3nagaer abco-
JIIOTHYIO Oe3onmacHocTh. Pos-ycTpoiicTBagocTa-
TOYHO CEpPhE3HO 3aIHIIEHBI Ha YPOBHE Hr3HUec-
KOI apXUTEKTYphI U ONEPaALIMIOHHONW CUCTEMBI, HO
CYILIECTBYET NOTCHI[HATbHASI BO3MOXKHOCTh He-
CaHKI[MOHMPOBAHHOTO JIOCTYIA K JAHHBIM Yepe3
MPHUIIOKEHHSI, KOTOPBIE B3aUMOJICHCTBYIOT C TEp-
MUHAJIOM.

B cBsi3u ¢ 3TUM cyliecTByeT HEOOXOnu-
MOCTbH CO3/IaHHUsI KOMILJIEKCHOH CHCTEMBI 0e30-
MaCHOCTH OCHOBAaHHOW Ha MOHUTOPHHIE U aHAJIH-
3e cobOpiTuii POS-cricTeMbl B pexxuMe peabHO-
T'0 BpEMEHH.

[Ipex e Bcero HeOOXOAMMO OTMETUTh, YTO
KOHTPOITb 0€30MaCHOCTH IaHHBIX JIOTDKEH COMPO-
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BOXKIATh BCE MPOIIECCHI, CBSI3AHHBIE C OOCTYKH-
BaHHMEM ILIATESKHBIX OMEPAIMH:BBOJl U BHIBOJ
WHpOPMAIIMH, PErucTpanus 1 00padoTka nHpOop-
MaIuu 0 c00sX, OpraHu3aIys B3aUMOJICHCTBUS
C TUTATeKHBIMU MPHUIIOKEHUSAMH, MH(poBaHue,
ayTeHTU(HUKAIINIO U TIP.

CucremMa 0e€30MacHOCTH JNOJKHA OBITH
WHTErpUPOBaHA C CUCTEMOH aIMUHUCTPHUPOBA-
Hust POS-cetu [2]. st 3TOro Heo0X0auMO pe-
anu30BaTh (YHKITUHU: OIMIOBEIICHUS ONIEpaTOPOB
00 MHIINJICHTAaX, 3a()UKCHPOBAHHBIX B IIPOIIEC-
ce paborel POS-ceTn, aHanu3a moBeaeHUS
nonbp3oBartenei u ap. [5—7]. Cucrema 6e3omac-
HOCTH JIOJDKHA IO3BOJISITH A00ABJISATh HOBBIE
THTBI aHATU3UPYEMBIX UHIIUJCHTOB H TO3BO-
JATH ONEpPaTOpy aHAIM3UPOBATH COCTOSHHE
CETH B peajbHOM BPEMEHH C YIETOM BCEX BO3-
MOJKHBIX B3aUMOJEHCTBUA MEXIY €€ CTPYyK-
TypHBIMH 35ieMeHTaM. Kpome toro, HeoOxonu-
MO 00ecCrnevYrTh BBICOKYIO MPOU3BOIHTEINb-
HOCTbH CHUCTEMBI COCTOAIIEH U3 OOJBIIOTO KO-
JUYecTBa 3JeMeHTOB (B paiioHe 5—10 Teicau)
u 3 PekTuBHBIN cr1ocod UX 0TOOpaKEeHUS B 00-
mei crpykrype POS-cern [1-2].

Ha pucyHnke npexncraBieHa apXUTEKTY-
pa cucteMbl O0e3omacHoctu POS-cetn. Omne-
paTop CHCTEMBI aIMUHUCTPUPOBAHUS TONTy4a-
€T BCI0O HEOOXOAMMYyH HHpoOpMaIuw 00
o0bekre monutTopunra (POS-obopynoBanue,
€ro COCTOSTHHE, KOHPUTYPAINIO U BHITIONHSIC-
MBIe UM JIeHCTBUs) B pexume oHnaH. B To
e BpeMs olepaTop IMojydaerT BCIO HeoOxo-
JUMYI0 HHPOPMAIIUIO OT CAMOT'0 YCTPOMCTBA
U JIPyTUX OOBEKTOB, B3aUMOJICHCTBYIOIINX C
YCTPOHCTBOM.

Kaxnast orepariusi, BEITIOIHsIEMas! yCTPOiA-
CTBOM HIJIM BBINONTHSIEMAsi HA YCTPOWCTBE, PErH-
CTPHUpYETCS U JIOCTaBJISIETCS ONEPATOPY B PEKH-
Me peasibHOro BpeMenu. CoOpanHas nH(opmMa-
WSl aHAJTM3UPYETCsl Ha HaJIWMYue WHIIUJCHTOB,
YKa3bIBAIOIINX HA HAaJTHMYUE YTPO3bI O€30IacHOC-
TH JJIsi CHCTEMBI.

WHIMIeH T paHXXUPYIOTCS 110 CTEIIEHH YT-
PO3bI, B B COOTBETCTBUE C 3TUM, OIPEACISIOTCS
JCHCTBUS MO UX 00paboTKe. DTO MOXKET OBbITh
HH(POPMHPOBAHHE OTIEPATOPA O COOBITUH, OTIIPAB-
Ka yBEJOMIICHHM, TIOJHAS WJIM YacTU4Has OIo-
KHPOBKa OIpeeTIeHHbIX QYHKIUH (KaK OTIelb-
HOTO YCTPOWCTBA MJIM BCEW CHCTEMBI) U T. II.
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Abstract. The volume of non-cash payments increases every year. Accordingly, the
number of POS devices and operations for their use and maintenance is growing. The electronic
payment system is a complex structure with many different subsystems and elements
distributed over a large territory and requiring significant resources to support their functional
state. Fraud in the field of electronic payments is becoming an increasingly serious problem
due to the growth of non-cash payments and the emergence of new threats and methods of

NBI technologies. 2020. Vol. 14. No. 1




NHHOBAIIUUX B UH®OPMATHUKE

unauthorized access to information in POS networks. Information protection in the process of
making payment transactions requires tighter control and identification of threats in the online
mode. The speed of detecting and responding to cyber threats depends on whether the system
can prevent critical information from leaking. In an adverse case losses from a fraudulent
attack grow exponentially over time.

The work studies the existing technologies for implementing the system of security control
over functioning of POS networks in real time and analyzes them in detail. Besides, the
concept of the system of monitoring and analysis of threats in POS networks is given, and its
architecture is offered.

Key words: POS-networks, information security, monitoring, SIEM-system, analysis of
threats.
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