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AHHoTaunus. B 1aHHOI cTaThe paccMaTPUBAIOTCS OOIIME TPUHIIMIIBI TOCTPOCHHUS a1all-
TUBHBIX CUCTEM. TaKke MCCIIEJ0BaHbl CYHIECTBYIOLIME MOAX0Abl K OpraHu3allui aganTHB-

HBIX CHCTEM 3allUThl HH(POPMAIUH.

KuaroueBble cioBa: nHpopMaroHHas 0e30MacHOCTb, alallTUBHBIC CHCTEMbI 3aIUThI
nHpopManuu, OMOCHCTEMHAs aJanTalys, TUIIOBas MOJIE/b aJallTABHON CHCTEMBI 3aIlUThI
WHPOPMAIMH, OPraHU3allNs CHCTEM 3aIlUThI HHQopMaIny.

Ha nporsxennn nocineqHux HECKOIbKUX
JIECSITKOB JIET HAONI0aeTCsl TeHICHIIUS MUHH-
MHU3alMH y4acTHs YelloBeUecKoro (akropa B
Pa3TMYHBIX MPOU3BOACTBEHHBIX (U HE TOIBKO)
npoiieccax. JJaHHbIN mpolecc peaau3yercs no-
CPEeICTBOM MAacCOBOTO BHEAPEHHS aBTOMATH-
3upoBaHHBIX cucTteM (manee — AC). Uenose-
KO-MaIllMHHbIE KOMIUIEKCHI Ha JaHHBIH MOMEHT
SBJIIOTCS HarOoJee pacpOCTPAHEHHOH U MPO-
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OTYKTUBHOW MOJIENBIO OCYIIECTBICHUS Jes-
TEJIbHOCTH.

Ha tekymem stane pa3BUTHSA TEXHOIOTHIA
MpoIecc aBTOMaTU3alMN YeJIOBeYEeCKON Jesi-
TENLHOCTH MPEACTABISIET CO00M TOJNBLKO MpoMe-
YKYTOYHOE 3BEHO Ha MYTH K UCKITIOUEHUIO Yello-
BEYECKOTo BMelIaTenbCTBa. JlaHHOE HarpaBiie-
HUE Haubosee aKTyaJIbHO JUIsl CHCTEM, KOTOpBIE
HECYT ITOTEHIINATIBHYIO U PEabHYIO YTPO3y 3/10-
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POBBIO U KH3HU YelloBeKa (Hampumep, 3aBOJIbI
00pabaThIBatoOIIeH MPOMBIIIJICHHOCTH ) HJTU CHC-
TEMBI, YTPO30i KOTOPBIM SIBIISIETCSI YENIOBEK (Ha-
npuMep, TpaHCHOpTHBIE cucTembl). Ko BTOpOit
rpYIIe MOKHO OTHECTH cepy HHDOPMAITMOHH O
6ezonacHocT. CyiecTByeT HEOOXOIUMOCTh B
nepexofie Ha CIEAYIOMHI YPOBEHb HCKITFOUCHUS
4enoBedeckoro (hakTopa — BHEAPEHUE aJarTHB-
HBIX CUCTEM, KOTOPBIE TIO3BOIIST IEPEHECTH TIPO-
1ecc 3aluThl UH(OPMAIIUHU B COBEPIICHHO HHYIO
TJIOCKOCTb.

OpraHusaius aJanTHBHBIX CUCTEM 3alllH-
Tl HHPOPMAIIMH CTPOUTCS HA TIPUMEHEHUH CY-
IIECTBYIOIMX METOJOB aIaNTalud U3 APYTUX
o0slacTeil HayYHOro 3HaHUS B OTHOILICHWM BOII-
pocoB nHpOpMaIMOoHHO# Oe3onmacHocT. OcoOeH-
HOCTH TaKOTO MPHUKJIATHOTO PUMEHEHHS 0000-
IICHHBIX MPUHIIMIIOB aJalTAIlNH OTPAXKAIOT CIIe-
MUKy MpeIMeTHON 00J1acTH, HE Hapyllas 00-
HICTIPUHATHIX HOPM.

Tak, NPUHIIUITBI OpPraHU3aIM1 AT THBHBIX
CHCTEM 3aIIUThl HH)OPMAIUH JTOTKHBI OCHOBBI-
BaThCSl HA MOJICITH aJlalTAllHy CHCTEM yIpaBJie-
HUs. PaccMaTpuBaroTCs ABa OCHOBHBIX BHJA
aJlanTanum:

— mapaMeTpuyecKas: KOppPeKIus, IMoJi-
CTpOiika mapaMeTpOB CHUCTEM 0€3 M3MEHEHHUS
MPUHIIMIIOB PabOTHI CHCTEMBI;

— CTPYKTypHas ajamnTaius: aJanTaius
CTPYKTYPBI MOJIENH, JONYCKAIOIIAsl COXpaHEeHNE
3HaYeHUN MapaMeTpoB CHUCTEMEI [6].

[Nomumo Knaccudukamy, HeOOXOIUMO pac-
CMOTpeTh OOOOIIEHHBIH alTOPUTM TOCTPOCHHS
MoJieTiell alalTUPOBaHHBIX cucTeM. Tak, B 00-
IIeM BHUJIE, OH COJIEPXKHUT CJIEMYIOIIUE dTalbl:

THUIIOBOH KOMIUIEKC TIOICHCTEM
3amUTH HHGOPMAIHH

1. UccnenoBanne METOJ0B U Mojene
aJlanTalyH, JUIs TOVCKA YIOBJIETBOPSIONIHX TPe-
OoBaHUs pa3pabaThIBACMON CHCTEMBI.

2. Moaudukanus BEIOPAaHHBIX METOJIOB U
Mojienelt Uit KOPPEKTHOro (pyHKIIMOHUPOBAHUS
B paMKax TeKyIlei 00JacTu MpUMEHEHHSI.

3. Anpo0altusi BHSAPESHHUS aJanTHPOBAHHBIX
MPHUHIIUTIOB MO OTHOIIEHHIO K pa3pabaThiBaeMOit
CHCTEME W NPOBEpKa HAa COOTBETCTBHE HUTOT'OB
TUTAHUPYEMBIM pe3YIIbTaTaM.

Bomnpoc nprMeHeH s TPUHIIUIIOB a1aIl THB-
HOTO yrpaBiieHHs B 001acT HH()OpMaMOHHOM
OezonacHOCTH BbIABUTAaeTcs He BepBble. Cy-
IIECTBYIOT KaK THUIIOBBIC MOJEIH aJalTHBHON
CUCTEMBI 3alIUTHI HHpopMmaruu (ranee — C3U),
TaK M MPUKJIaTHBIC MOJICIH, YYUTHIBAIOIIHE 0CO-
OEHHOCTH KOHKPETHBIX O0JacTell 3allWThl MH-
(dhopmaruu.

[Ipu uccnemoBaHUM CYNIECTBYIONIMX MO-
nenerr anantuBHbIX C3U, cienyer HavyaTh ¢
paccMoTpeHus TUnoBoi amantuBHOU C3U
(puc. 1) [4].

Kaxk BuaHO 13 THIIOBOM MOENH, TIPUBEIEH-
HOM Ha pHUCyHKe 1, cucrembl amantuBHOU 3U
MOTYT OCHOBBIBaThCS Ha CTPYKTYPHOH ajamTa-
nuu. JlaHHas MoJEIb OTpakaeT OOIIUH MMOIXO0M
K pynkimonupoanuto C3U ¢ ananTHBHBIM yII-
paBjieHHEM 0€3 yueTa 0COOCHHOCTEH MOICUCTEM
3aIIUTHl UHPOPMALIHH.

O06o001IeHHas apXUTEKTypa aJarnTHBHOTO
camMoo0y4aroIerocsi CpeCTBa 3aluThl UHdop-
Malliy puBeJeHa Ha pucyHke 2 [1].

OcHoBHas 00J1acTh MPUMEHEHHS a1l THB-
HbiX C3U — obecnieueHrne nH(POpPMaIMOHHOM Oe-
30MIaCHOCTH B MH(OPMAIIMOHHBIX TEXHOJIOTUAX

IToncucTeMa NPHHATHS PelIeHUH
0 MPOBEJICHHH ONIePaTHBHOM

TToncucTeMa aHAMN3a XapakTepa
TIOCTYTAIONIUX BO3AeHCTBUI

3anpoc omeem

PEOPraHU3aINH CHCTEMBI
3aNIUTE HHGOPMAIHH

Peno3uTopHit l

Puc. 1. TunoBas agantusnasg C3U1
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(mamee — UT). Takue cucCTeMBl CTPOATCS Ha
OMOCHCTEMHBIX aHAJIOTHUIX MEKIY dBOJIIOIUCH
OMOCHCTEM U CUCTEM MH(OPMAIIMOHHBIX TEXHO-
Joruid. B xauecTBe MEepPCHEKTUBHOTO METO/AA
pa3paboTKH cucTeM HH(OPMaLMOHHOM Oe30mac-
HocTH (nanee — b) paccmaTpuBaeTcst HCIOINb-
30BaHME MOJ00MSI MEXaHM3MOB 3aIIUTHI HH(OP-
MaIMOHHBIX IPOIECCOB OMOCUCTEM B HCKYCCT-
BEHHBIX cucTemax [3].

BuocucremMHas aHajaorust CUCTEM UHQOP-
MaIlMOHHBIX TEXHOJIOTUH MPEACTABICHA HA PU-
cynake 3 [3].

[puHIMI OMOCHCTEMHOM afanTallK, aHAJIO-
TUYHO UEPApXHMK CUCTEMBI 3aIMThI HH(POPMAIIU-
OHHBIX IIPOILIECCOB U PECYPCOB B OMOJIOIMUECKUX
cucTeMax, o0ecIieuuBaeTCs Ha JIByX YPOBHSX:

— HIKHHUH YPOBEHb — MEXaHU3Mbl UMMYH-
HOM CHCTEMBI;

— BEPXHHUH YPOBEHb — MEXaHU3MBI ajlal-
THUBHOW MaMSATH ¥ HAKOIJICHHS )KU3HESHHOTO OIThI-
Ta [5].

[Ipu rcnoap30BaHUN OMOJIOIMUSCKUX MeXa-
HHU3MOB B KOMIIBIOTEPHBIX CHCTEMax CIEAyeT
MPUACPKUBATHCS CIACTYIOIIUX ATAIIOB;

— HaXOXJICHUE METOIOB U CTPYKTYp, UME-
IOIIUX aHAJIOTMIO KaK B OMOJIOTHYECKHX, TaK U B
KOMITBIOTEPHBIX CHCTEMaXx;

— OIKCAHHWE U MOCTPOCHUE MOJIEIN TTOBE-
JICHUST OMOCUCTEMBI,

ABTOMaTPBHpOBaHHa}I
- MOHYJ’IH-IIaT‘IHKH = BBISBJICHHUA
CHCTEMa 1 |
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— HETMOCPEACTBEHHOE UCTIOIb30BaHHE OMO-
JIOTHYECKHUX aHaJIOTUH B KOMIIBIOTCPHBIX CUCTEC-
Mmax [2].

Takoil MOAXON TAK)K€ MOYKHO HCIOIbB30-
BaTh JJIs1 BHCAPCHUSA 61/IOCI/ICTCMHBIX MIPpUHOHUIIOB
B CUCTEMaX 3allHThI I/IH(i]OpMaHI/II/I, 3aMCHUB
TaKuM 00pa30M «KOMIIbIOTEPHBIC CHCTEMbI» Ha
Ooree 0000IIIEHHOE TIOHSTHE «HH(OPMALIIOHHBIE
CUCTEMBIY.
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Abstract. Over the past few decades, there has been a tendency to minimize the
participation of the human factor in various production and other processes. This process is
implemented through the mass introduction of automated systems. Man-machine complexes
are currently the most common and productive model of activity.

At the current stage of technology development, the process of human activity automation
is only an intermediate link on the way to excluding human intervention. This direction is the
most relevant for systems that have a potential and real threat to human health and life (for
example, manufacturing plants) or systems that are threatened by a person (for example,
transport systems). The second group includes the sphere of information security. There is a
need to move to the next level of excluding the human factor — introducing adaptive systems
that will transfer the process of information protection in a completely different plane.

The organization of adaptive information security systems is based on applying existing
methods of adaptation from other areas of scientific knowledge in relation to information
security issues. Features of such application of the generalized principles of adaptation reflect
the specifics of the subject area without violating generally accepted norms.

This article discusses the general principles of adaptive systems. It investigates the
existing approaches to the organization of adaptive information security systems as well.

Key words: information security, adaptive information security systems, biosystem
adaptation, typical model of the adaptive information protection system, organization of
information security systems.
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