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AnHoTanus. B ganHoi crathe onucana ocHoBHas cTpykTypa ERP-cuctem. Ilpuse-
JIeHa CTaTUCTUKA pactpocTrpaHeHHocTH ERP-cucteM Ha MHpOBOM phIHKE. PaccMOTpeHbI
Pa3HOOOPAa3HBIECIIOCOOBI 3aIMTHI I OCHOBHBIX ypoBHeH ERP-cuctemsl. [Ipoananusupo-
BaHBI KaK OOIIKe, TaK M MHAWBHUIYaJIbHBIC METO/IbI 3aIUThI JaHHBIX ERP-crcTeMsl.

Ki1roueBble ¢;10Ba: METOIIBI 3aIIIUTHI, 3aIUIIIEHHOCTh, ER P-cricTema, 6e3011acHOCTB, PHICK.

BBenenmne

ERP (anrn. Enterprise Resource Planning
«ITAHUPOBAHKE PECYPCOB IPENIPHUATHS» ) — Opra-
HU3AI[MOHHAs! CTPATernst MHTET PaLliy IPOU3BOZICTBA
1 OTIEPAITUiA, YIIPABIICHHUS TPYIOBBIMH PECYPCaMHU,
(hMHAHCOBOrO MEHE/PKMEHTA U YIIPABJICHHS aKTHU-
BaMH, OPHCHTUPOBAHHAS Ha HEMIPEPHIBHYIO OaNIaH-
CHPOBKY W ONTHMH3ALIUIO PECYPCOB PEATIPUSITHS
MOCPEACTBOM CHEIHATN3UPOBAHHOIO HHTEIPUPO-
BaHHOT'0 ITaKeTa NPUKIIaHOr0 IPOrpaMMHOT0 00ec-
He4eHHs1, 00ECIIEUNBAIOIIEr0 OOIIYI0 MOJIENb AaH-
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HBIX W TIPOIIECCOB JUISl Beex cep NesTeTbHOCTH.
ERP-cucrema siBisiercss KOHKPETHBIM IIPOrpaMM-
HBIM [TAKeTOM, pean3yromum crpateruto ERP [6].

CeroaHs MHOTHE COBPEMEHHBIE KOMITaHUU
ucnons3yioT ERP-cucrembl kak 3¢ dexruBHOE
CPEACTBO aBTOMAaTU3aLMKU U YCKOPEHMS IIpoLiec-
coB BeneHus ousHeca. bonpmuacTBO ERP-cuc-
TeM 00J1a/Ial0T BHYIIHUTENLHBIM (PYHKIIHOHAIIOM,
TaKUM KaK BeJJleHHE KOHCTPYKTOPCKUX U TE€XHO-
JIOTHYECKUX crienn(pUKaNni, yIpaBIeHHE CIIPO-
coM U (opMUpOBaHHE ITAHOB POJAXK U MPOM3-
BOJICTBA, INIAHUPOBAHHE MOTPEOHOCTEH B MaTe-
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pHanax, yrnpasieHHE 3amacaMi U 3aKyNOYHOH
JIeSTebHOCTBIO, INTAHWPOBAHHE TIPOU3BOJICTBEH-
HBIX MOIIHOCTEH, (PMHAHCOBBIC PYHKIIMH, PYHK-
LUK yIIpaBieHus npoekramu [4]. OgHako B CBsI-
31 ¢ TeM, uTo ERP-cuctema o0benuHseT mpak-
THYECKH BCEe MH(POPMAIIMOHHBIE TIPOIECCHI TTPE/I-
MPHUATHUS U OCYILECTBIIACT XpaHeHHe, 00padoTKy
W Tiepeniavy JaHHBIX, BO3PACTAET U PHUCK HHPOP-
MaIMOHHBIX YTPO3, 4TO, B CBOIO Ouepellb, Bic-
4eT 3a co00M OOoNbIMe YOBITKU TSl KOMIIAaHUY.

Ha nannbiit Moment OonbimmHcTBO ERP-
CHUCTEM HMEIOT TPEX3BEHHYIO KIMEHT-CepBep-
HYIO apXHTEKTYpy (CM. puc. 1), a UMEHHO:

* YPOBEHb 0a3bl JaHHBIX;

* YPOBEHB MTPUIIOKEHNI;

* YPOBEHb MpecTaBieHus (TI0Ib30BaTElb-
CKHU).

YpoBeHb NpeACcTaBneHua

Mo6unbHbIA KAUEHT

I'B. ’Kapxos, C.B. INTwenuunsoiti, M.H. Osxcuzanosa. AHann3 MeTOIOB 3aIIUTH ERP-CHCTEM m———

Bces nHpopManys KoMnaHuu CTPYKTYpUPO-
BaHa M XpaHWUTCS B 0a3e maHHBIX (ypoBeHb BJI),
aHaJIN3 JAHHBIX TPOUCXOINT Ha CepBepe MPHUIIO-
YKeHUH (YPOBEHB MTPUIIOKEHH ), 8 B3aUMOJICHCTBHE
C TIOJIb30BAaTENEM — Yepe3 MporpaMMmy ¢ TOHST-
HBIM IpauIeCKrM HHTEp(ErcoM (YPOBEHB Ipe/-
craBieHus ). B ponu Takoi KJIMEeHTCKON porpam-
MBI 4aCTO HCIIONB3YIOT BeO-0pay3ep. Crasyrorieit
cpenoi s mepenadl HHPOpMaIud MSKIY pas-
JINYHBIMU YPOBHSMU apxXuTeKTypbl ERP sBser-
cs cereBasi MH(pacTpyKTypa.

Panorama Consulting Solutions ony0uko-
BaJjia UTOTH €KETOIHOT0 UCCTICI0OBAHHS O0IIEMHU-
pooro peiaka ERP 2018 [2] (cwm. puc. 2). B on-
poce mpunsanu ydactue 200 mpencraBuTenei
KpYITHOTO, cpeaHero u Manoro OusHeca. 91 %
pecrionnenToB — u3 CeBepHoit Amepuku, 7 % —

Beb-untepdeiic

[ucneTyep 3anpocoB 1 NpoLeccos

I ey

CepBep NpuUoKeHui

YpoBeHb 6a3bl faHHbIX

Puc. 1. Apxurexrypa ERP-cuctemsl
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Puc. 2. Muposoii perHok ERP-cuctem
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u3 EBporsl, 2 % — u3 Asuun. B pesynsrare sToro
WCCIIEZIOBAHUSI BBISICHUJIOCH, YTO aMEPUKaHCKUE
Y eBpOICHCKHE 3aKa3uyuku BeiOMpaoT ERP-pe-
IICHUS TAKKX MTpou3BoauTeNel, kak Oracle, SAP
u Sage. [Ipu sTom 42 % 3aKa34UKOB OTIAIOT
MpeanoYTeHne CUCTEMaM MHUHHMAJIbHOTO YPOB-
Hs HaaekHocTH Tier I. Takue cucTeMbl, Kak mpa-
BUJIO, COZIEpXKAT IUPOKHA HAOOp PYHKIHMI U 3a-
YacTyI0 CTOAT Joposke. [locTaBIIMKU pelieHuit
ypoast Tier II mpemnararor makerst 10 cpen-
HEH CII0KHOCTH.

[Ipoananusuposas cTpykTypy ERP-cuc-
TE€MbI, MOKHO BBIJICTUTH CIEAYIOLINE METOJbI
3aIUTHI:

1. 3ammTa cereBor MHPPACTPYKTYPHI.

OnHuM U3 cnoco0oB obecrieveHusl 3alin-
ThI CETH SIBJISIETCA HCIOIb30BaHHUE MPOTOKOIOB
¢ M poOBaHUEM JIAHHBIX, TAKHX KaK:

1) HTTPS — paGoraer uepe3 mmudpoBaH-
Hble TpaHcnopTHBIEe MexaHnu3Mbl SSL u TSL. On
o0ecrieyrnBacT 3alluTy OT aTaK, OCHOBAHHBIX Ha
MPOCITYIIMBAHUN CETEBOT'0 COEAMHEHUS — OT
caupdepckux atak u atak Thmna man-in-the-
middle [7].

2) WEP — nepBbIii mpotokon 06e3omacHo-
ctu, onucaHubli ctapgapToM IEEE 802.11.
Jnst mmgpoBaHus JaHHBIX OH HCIIOIB3YET KITFOY
nHo# 40—104 6ut. KpoMme TOro, 10MomHuTEb-
HO MPUMEHsIETCS MU pPOBaHNE, OCHOBAHHOE HA
anroputme RC4, KOTOpBIi HAa3bIBACTCS ATOPUT-
MOM OOCCIICUYCHHMS IICJIOCTHOCTH AaHHBIX [8].

Kpome Toro, coBMeCTHO ¢ 3alTUIIICHHBIMU
MIPOTOKOJIAaMH BO3MOYKHO HCIIONIb30BaHUE MeXa-
HU3MOB ayTeHTH(UKauuu. [IpuMepom Takoro
KOMOWHUPOBAHUS SBIISIETCS UCTIONB30BaHUE TEX -
vonmorurt SNC B ERP-cucreme SAP.

2. 3ammra 0a3bl JaHHBIX.

3amuTa 6a3sl JAHHBIX SBISETCS OJHUM U3
CaMbIX BYKHBIX aCIIEKTOB MHPOPMAIMOHHOMH Oe-
3onacHocTy npeanpustys. Ileppoii muHuen 3anm-
THI CITY’KaT (U3NYECKOE U30JIMPOBAHUE CepBepa
Bl or npyrux xomnoHeHToB ERP-cuctems u
HacTpoiika MexceTeBbIX dkpaHoB mnepen CYB/I,
9T00BI 320JIOKUPOBATH JTFOOBIC MOMBITKH JOCTY-
Ma OT COMHUTENbHBIX UCTOYHUKOB. TaKxke cie-
IyeT 00eCIeYnTh KOHTPOJIb ayluTa IeHCTBUH
MOJIb30BaTE.

3. 3ammTa cepBepa IPIIOKCHHH.

C poctoMm mpeanpuaTHus YBEITHUYNBAETCS U
KOJIMYECTBO COTPYAHUKOB, KOTOPBIE TOIKHBI
BBITIOJIHATH CTPOTO OMNpeNeNeHHbIe QYHKIIHH.
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W B cBsi3M ¢ ATUM BO3HHUKAET MpodiieMa orpa-
HUYCHHA JOCTYyIIa COTPYAHUKOB K IIPOCKTaM, HE
CBA3aHHBIM C UX ACATCIBHOCTLIO, IMTO3TOMY
IJJaBHBIM METOAOM 3allHUTHl CEpBEpa NPUIIOKE-
HU SIBISIETCS UCTIONIB30BaHUE HANOOIIee Ha IeK-
HBIX TEXHOJIOTHH T10 pa3rpaHUYeHn 0 GYHKIIMOHA-
Ja corpyaHukoB. B GonbimmHcTBe ERP-cctem
npuMeHstioT TexHonoruto RBAC, koropas ocHo-
BaHa Ha pacnpezeneHuu posneil. Takoro pona pas-
rpaHUYEHHE JOCTyNa TMO3BOJIIET peajiu30BaTh
I‘I/I6KI/I€, HU3MCHAIOINHNCCA TMHaAMUYCCKU B ITPOLEC-
ce pyHKIIMOHUPOBAHUS KOMITBIOTEPHON CHCTEMBI
npaBuiia pasrpanndenus [S]. OxHako Ou3Hec-
MpaBuIia HEM30€KHO YCIOXKHSIOTCS U CTAHOBSIT-
Csl MHOTOMEPHBIMH, H W3 JTOTO CIEIYyeT, YTO
OJTHOH POITH [T BRIpaKECHHUS OU3HEC-TTPOIECCOB
CTAHOBUTCS HENOCTaTOYHO. UTOOBI CIIpaBUTh-
Cs C ITOH CIOKHOCTBIO, MPUXOIUTCS CO3/1aBaTh
JOTIOJTHUTEIBHBIE PONH. DTO pelIieHre O3Hada-
€T YCIOXKHEHHE CUCTEMBI POJIeH U MOXET IO-
BJIIUATH Ha 6630HaCHOCTL CHUCTEMBI. BI)IXOI[OM
n3 cutyauuu crana rexuonorus ABAC. OcHoB-
HO€ OTJIMYME 3TOTO MOAXO0Ja 3aKIIYaeTcs B
TOM, YTO KaKJasd CUTyalusi OUCHUBACTCA HE C
TOYKH 3pCHUA POJIN OJIB30BATECIIA U I[eflCTBPIfI,
KOTOpPOE OH XOYET COBEPIINTbH, a C TOUKHU 3pe-
HHS aTpUOYTOB, KOTOPhIE K HUM OTHOCSITCS.
Busnec-npaBuIo, 1Mo CyTH, MPECTaBIsIeT COOO0i
HA0Op YCIOBUH, B KOTOPBIX Pa3iIndHbIe aTpHOy-
Tbl JOJI’KHBI YAOBJICTBOPATH MPCABABIACMBIM
K HUM TpeOoBaHMM [3].

4. 3ammTa KIMEHTCKOTO KOMIThIOTEpa.

[epBoit mpobemMoii 3aUThl JAHHOTO KOM-
TIOHCHTA ABJISACTCA ayTeHTI/I(bI/IKaHI/Iﬂ COTPYAHUKOB.
TpaauuMOHHBIM MOAXOJ MpEAIoNaraer, YTo y
MOJIL30BATEINs €CTh JIOTHH | Mapoib JUTS BXOJA B
OC u gpyroii 1oruH 1 napons A Bxoaa B ERP-
cUcTeMy. JTO, B CBOIO Oue€penb, O3HA4YaerT, YTo
BO3PACTaeT PUCK KPasku MOIH30BATENbCKUX AaH-
HBIX. PemennemM NaHHOW TPOOJIEMBI SBIISIETCS
ayTeHTH()UKAIIKS TIONH30BATENS C TIOMOIIBIO U (-
poBBIX cepTH(dHKaToB. CTaTUCTUKA TOBOPHT, YTO
oonpmmHCcTBO [T-IpecTymienuii copepiaercs
CaMHUMHU COTPpYAHUKaAMH (I)I/IpMBI, a HE BHCHIIHUMMH
snoymbinieHHAKamMu [ 1]. Tloatomy amst obecrie-
YeHusi 0e30MaCHOCTH KITMEHTCKOrO KOMIThbIOTEpa
HEeoOXoMMa YCTaHOBKA JIOTIOJTHHUTENBHBIX TIPO-
rpamm, 00eCIIeYrBAOIIIX KOHTPOIb Mepeadu U
xpanenus nHpopmanmu. CrienoBarebHO, HEO0X0-
JIAMO 3aJyMaThbcsi 00 YCTAaHOBKE aHTHBHPYCHBIX
MporpaMm Juisl BeIsIBIeHHs BpenoHocHoro I10.
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Ha ocHoBaHMM BHIIEN3TTI0KEHHOTO MOKHO
clieliaTh BBIBOJ, YTO CI0KHOCTH ERP-cucTembl
YBEITUYHUBACT PUCK WH(POPMAIIMOHHBIX yTEUeK.
Jis1 obecrieueHrst MHGOPMAIMOHHOM 0€30MMacHO-
ctu ERP-cuctemMbl HEOOXONMMO NPUMEHSTH
OO0JIBIIIOE KOJIMYECTBO METONIOB U CPEACTB 3a-
LIUTHI, YTO, B CBOIO OYEpENlb, O3HAYAET YBEIU-
YeHHe 3aTpaT ¥ CHIKEHHE TPON3BOINTEIEHOCTH
npennpustus. [103ToMy 0JHOM U3 OCHOBHBIX 3a-
Jlad KOMITaHUH JTF000T0 YPOBHSI SIBIISIETCSI COOIO-
JeHre OanaHca MEKIy O€30MacHOCTBIO M IMPO-
W3BOJIUTENBHOCTHIO.
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Abstract. The ERP is an organizational strategy of integration of production and
operations, human resources management, financial management and asset management,
focused on continuous balancing and optimization of enterprise resources through a specialized
integrated software application package that provides a common model of data and processes
for all areas of activity. An ERP system is a specific software package that implements the
ERP strategy.

Today, many modern companies use ERP-systems as an effective means of automation
and acceleration of business processes. Most ERP-systems have impressive functionality
such as maintenance of design and technological specifications, demand management and
formation of sales and production plans, material requirements planning, inventory and
procurement management, production capacity planning, financial functions, project management
functions. However, due to the fact that the ERP-system combines almost all information
processes of the enterprise and carries out storage, processing and transmission of data, the
risk of information threats increases, which in turn entails large losses for the company. After
analyzing the structure of the ERP-system, the following protection methods can be identified:
protection of network infrastructure; database protection; application server protection. Based
on the above, we can conclude that the complexity of the ERP-system increases the risk of
information leaks. To ensure the information security of the ERP system, it is necessary to
apply a large number of methods and means of protection, which in turn means an increase in
costs and a decrease in the productivity of the enterprise. Therefore, one of the main tasks of
the company at any level is to maintain a balance between safety and performance.

Key words: protection methods, safety, ERP-system, security, risk.
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