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AnHotauus. J/laHHas pabora rocBsIieHa HaOUPAOIICH MOMY/ISIPHOCTb KOHIISINH HTep-
Hera Beulel. [IpoaHnanu3npoBaHbl BO3SMOKHOCTH, a TaKXKe ysI3BUMOCTH MHTepHeTa Bewel. B pe-
3ynbrare paboThl BEISIBIICHO, YTO MPUMEHEHHE HHTEPHET-MPOTOKOA BEPCHH 6 Pa3pEeIIuT MHOTHE
mpoOneMbl JaHHOW KOHIIEIINK, B TOM YKCJIE U CBS3aHHBIC C O0ecriedeHreM Oe30IacHOCTH.
Karwuessle cioBa: MHTepHeT Beleil, HHTEPHET-TIPOTOKON BepcHH 6, 0€30MacHOCTS,

VYMHEBIN JIOM.

Wurepner Bemielt (aurn. Internet of Things,
nanee [oT) — KOHIIETITNS BEIYUCIUTEILHON CETH
(U3HYECKUX MPEIMETOB («BeIlei»), OCHAIICH-
HBIX BCTPOCHHBIMU TEXHOJIOTHUSAMH JUIS B3aUMO-

% z[eﬁVCTBH;[ JpyT C IPYroM HIIM C BHEIIHEH cpe-
- JIOM, paccMaTpuBaromas OpraHU3alHI0 TaKUX
ceTel Kak SIBJICHHE, CIIOCOOHOE IEepecTPOUTh
SKOHOMHYECKHE U OOIIEeCTBEHHBIE MPOIECCHI,
HCKJIFOUAIOIIEE U3 YACTH ACUCTBUI M olepauui
HEOOXOAMMOCTh YJacTHUsl YeIOBeKa.

WHTepHer Belel COCTOMT U3 ¢l1abo CBs-
3aHHBIX MEXKJIY COOOI pa3pO3HEHHBIX CETeM,
KaXK7asi U3 KOTOPBIX ObLIa pa3BepHyTa JUIsl pe-
IICHHS CBOMX crienugpuyeckux 3aaaq. K npume-
pY, B COBPEMEHHBIX aBTOMOOHISAX pabOTaIoT
© CDPa3y HECKONbKO CeTeii: ofHa ynpasiser pabo-
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TOIl IBUTATeNs, Apyras — cucreMaMu 6e3omnac-
HOCTHU, TPEThA NOAACPKUBACT CBA3bL U T. 1.
B Oq)I/ICHbIX 1 XXHJIBIX 3JaHUAX TaKXE yCTaHaB-
JINBAETCS MHOXKECTBO CETCH IS yIpaBJICHHS
OTOILJICHMEM, BEHTUJISILIUEN, KOHIUIIMOHUPOBA-
HHEM, Tele)OHHOU CBsI3bI0, 0E30MaCHOCTHIO,
oceenienueM. Ilo Mepe passutus WHTepHETa
Belllell 3TH U MHOTHE Jpyrue ceTu OyayT moj-
KJIIOYaThCsl ApYT K IPYry M MpUoOperaTh Bce
0oJjiee IMHUPOKKE BO3MOXKHOCTH B cepe O6e30-
MaCHOCTH, aHAJIMTUKHU U YIIPABJICHU. B PpE3yib-
TaTe MIHTEepHET Bemel mpuodpeTeT emie 60b-
e BO3MOXHOCTEH OTKPBITH YEJIOBEYECTBY
HOBBIE, 00JIee IIMPOKHUE MEPCIIEKTUBHI.

Ilo JaHHBIM MHUPOBLIX aHAJIUTHUKOB, HA Ha-
gayo 2016 1. B Ucmonb30BaHUU TexHOMOTU VH-
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TepHeTa Belllei KOMIIaHUH OPUEHTUPYIOTCS B TIep-
BYIO ouepelb Ha MaccoBbie cermeHThl 10T, e
MoOYXK/IeHHEM KOHEUHBIX TMONb30BaTeNell K Hc-
IOJI30BAHMIO PeLIeHUH U cepBUCOB [0T ABIISIOT-
Ci PBIHOYHBIC CTUMYIIbI, TAKUC KaK:

— peuIeHus Ajid CO3AaHUA UHTCIUICKTYallb-
HBIX CEpBUCOB Oe3omacHOCTH (YMHBIH JOM);

— peuIeHus Ay CO3AaHUA UHTCIUICKTYallb-
HBIX CEPBUCOB OIITUMHU3AIINHN UCIIOJIL30BAHUA PC-
CYpCOB JIOMOXO35IiiCTBaMH.

WuTepHer Berel Habupaer OOJNBIIYIO T0-
MyJISPHOCTH Onaromapsi ToMy, YTO MHOTHE YCT-
po¥icTBa 3HAYMUTEILHO YIPOILAIOT OBIT, 00ecIe-
YUBAIOT 0€30MaCHOCTH, MOBBIIIAIOT KOMQOPT.

Brenpenne HOBOro MHTEPHET-MPOTOKONA
Bepcun 6 (nanee — [Pv6) BHEceT OOMBIIION BKIAT
B pa3ButHe MaTepHeTa Bemek [ 1-3]. CymecTy-
€T HEeCKONIbKO YHUKaJIbHBIX 0coOeHHocTel [Pvo,
koropele nmoatonkHyT loT Boepen.

1. OrpaHMYEHHOCTH AJAPECHOTO MPOCTPAH-
ctBa IPv4 siBnsiiachk OMHOM U3 ITaBHBIX MPOOJIEM
nporokona. B cBoto ouepensb, IPv6 mpemocTas-
nser 3,4 * 103 yaukanbHBIX a1pecoB, YTo 103B0-
JI€T NOIKIIOUNTh K MHTEepHETY NmpaKTHYeCKU
HEOT'PaHUYEHHOE YHCIIO YCTPOMCTB.

2. B mecroii Bepcuu WHTEPHET-TPOTOKOIIA
3HAYUTEIHHO YITPOILIEH 3ar0JIOBOK MakeToB. bbin
yOpaHbI 1MOJIs, OTBEYaroye 3a (parMeHTaIIIo
nedrarpamm, cienoatensHo, [Pv6 camkaer
Harpy3ky Ha MapuIpyTH3aTOphl, a TakKKe W Ha
ycTpoiictBa MHTEpHeTa BeElen.

3. Peomonmeit B IPv6 crana texHonorus
EUI-64. JlanHas TEXHOJOT U IIO3BOJISIET IIPUCBO-
uth [Pv6-anpec, ocHoBriBasick Ha MAC-anpece
ycrpoiicra. braronapst EUI-64 Her HeoOxomm-
MOCTH B UCITOJIL30BAHNU NOITOJIHUTCIIBHBIX IIPO-
TOKOJIOB, OTBEYAIOIINUX 3a NpucBoenue IP-aape-
COB yCTPOWCTBaM.

HoctynHocts Beex yerpoiicts [oT u3 mio-
0anbHOM ceTH 3acTaBisieT 0OpaTHUTh BHUMaHUE
Ha Oe3onacHocTb. Hampumep, B HOs10pe 2016 1.
MPECTYITHUKHA CYMENH OTKIIIOYUTH OTOIUIEHUE B
nomax ropoja Jlanneenpanra B @UHISHINY, 3a-
CTaBUB KOHTPOJUIEPHI TIOCTOSHHO Tepe3anyckaTh
ceTb. Atake Oblla MMOJBEPTHYTa U CETh OOIIle-
crBeHHOTO TpaHcnopra Can-Opaniucko. Knbdep-
MIPEeCTyNHUKAM YIAJIOCh B3JIOMaTh aBTOMAaTH3H-
POBaHHYIO CUCTEMY 110 IIPOJIaXke OUIIETOB, B pe-
3y/lbTaTe Yero B TEUEHHE CYTOK MacCa)XHUpbI
CMOIVIM €3IUTh Ha aBTOOycax M TpoJIeiOycax
ropoja 0ecruiaTHO. ABTOMAThI Ha CTAHIIMSIX IPU
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3TOM TpaHCIHpoBain Haanuck «He paboraery,
a Ha [1K coTpyTHHKOB KOMITAaHHH MTOCTYIIAIH CO-
OOIICHHST O B3JIOME ¢ TpeOOBaHHMEM BBIKYIA.

U caosa Ha momorps mpuxoaut IPv6. B pe-
nakiuu (RFC 4294) texunyeckux yciaoBHi y3ia
IPv6 moapnepkka IPsec crama obs3aTenbHOM.

IPsec (cokpamienue ot IP Security) — Ha-
0Op MPOTOKOJIOB JISI O0CCIEeYEHUS 3alUThI
JNaHHBIX, MepeJlaBaeMbIX MO MEXKCETEBOMY
nporokony IP. ITo3Bonser ocyimecTBIsATh NOA-
TBEpIKJCHUE IOATMHHOCTH (ayTeHTH()HKAIIHIO),
MPOBEPKY IENOCTHOCTH U muppoBanue [P-na-
KETOB.

OtnuuutenpHoil uepToit [Pv6 sBisercs
nonaepskka rmpotokona CGA. JlaHHBIN MeXaHU3M
MO3BOJIAET CO3AaTh YHHUKaNbHBIA [Pv6-anpec,
KOTOPBIH CUUTAETCS HEBOBMOXKHBIM TTOIMECHUTH
3a pasyMHOE BpeMsl, He 3Hasl BCeX IMapameTpoB,
Ha OCHOBaHHUH KOTOpHIX TeHepupyercs CGA.

I'maBnas unes mporokona CGA cocTout B
TOM, YTOOBI CO3/IaTh UJICHTU(DUKATOP HHTEPPEii-
ca (mpaBbie 64 Outa) IPv6-anpeca mpu momoru
BBIUHCIICHUS] KpUTITOrpa(QUIeCcKOro Xa1ma myommd-
HOTO KJII04a yCTpoHcTBa. 3aTeM NPUBATHHIN
KITIIO4 MOKET OBITh HMCIIONIb30BaH JUTS TIOAMUCH
HCXOJISIINX OT YCTPOMCTBA COOOIICHHMIA.

Jnist Toro 4To0Bl MPOBEPUTH TOATHUCEH, MO-
Jy4aTelto HeoOX0MMO 3HATh: HCXOIHBIN ajipec,
MyOJMYHBIN KITIOY U 3HAYEHHUS JIOTIOTHATEIBHBIX
napaMeTpoB. J[aHHBIA MPOTOKOJ MO3BOJUT HC-
KITIOYUTHh BO3MOXKHOCTh 3JI0YMBIIUICHHUKA yIa-
JICHHO MOAKITFOYNTHCS K KAKOMY-JTN00 YCTPOHCTBY,
noBbIIIas Oe3omacHOCTh MHTEpHETa BeleH.
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Abstract. The Internet of Things is a concept of a computer network of physical objects
(“things”) equipped with built-in technologies for interaction with each other or with the external
environment, considering the organization of such networks as a phenomenon capable of
restructuring economic and social processes, excluding the need for human actions and

operations.

The Internet of things consists of loosely connected disparate networks, each of
which is deployed to solve specific tasks. For example, in modern cars there are multiple
networks for controling the operation of the engine and other systems, for supporting
third communications, etc. The offices and residential buildings are also equipped with
many networks for controlling heating, ventilation, air-conditioning, telephone, security,
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lighting. As the Internet of things evolves, these and many other networks will be
connected to each other and gain a higher level of security. As a result, the Internet of
things will gain even more opportunities to open up new, broader perspectives for
humanity.

This article is devoted to the popular concept the Internet of things. The author analyzes
the opportunities, as well as vulnerabilities of this phenomenon. It has benn suggested that the
use of Internet Protocol of version 6 will solve many problems of this concept including those
related to security.

Key words: Internet of things, Internet protocol of version 6, security, smart house.
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