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AHHoTauus. beut pazpaboTaH MPoOEKT MPOrpaMMHOT0 KOMIUIEKca (QPHIBTpalluK UH-
TepHEeT-TpaduKa Ha s3bIKe MporpaMMmupoBanust C# u onmcaHbl ero pyHKIMOHATBHEBIE
BO3MOXHOCTH. B pe3ynbTaTe MpOBEICHHBIX JKCIEPHUMEHTOB CUCTEMON (UIBTpalUH
OBLITU: yIavyHO MpoBepeHa KOPPEKTHOCTh paboThl punbrpannu mo DNS-3anucu, ynauHo
MpoBepeHa KOPPEKTHOCTH padboTsl punbsrpanuu mo URL-aapecy, copmupoBaHbl oTde-
THI O BBISIBJICHHBIX 3a0JIOKMPOBAHHBIX CaliTaxX B XKypHalle QUIbTpanuu. TakuMm o0pa3zom
YCIEUIHOE NPOBEACHUE HKCIEPUMEHTOB I1O3BOJISIET YTBEPXKJAATh O BBINOJHEHUE IPO-
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rPaAaMMHOTO KOMIIJIEKCa KOHTEHT- (GUIBTpAallMi UHTEPHET-TpadruKa MOCTABICHHBIX IIe-

pen HUM 3ajad.

KaioueBble cioBa: naTepHET-TpaduK, GUIBTpaIys, KOHPHICHIHATbHAS HHPOpMAIIHS,
nH(pOpMaIMOHHAas OE30MIaCHOCTb, TPOrPAMMHBIH KOMTLIIEKC.

HeobOxonmuMocTh GuiIbTpaliui HHTEPHET-
TpaduKa BO3HUKAET, KaK U JIoMa, TaK U JUIs KOp-
IIOPaTUBHBIX ceTel. HeorpaHM4eHHBIN JOCTYII K
WHTEPHETY MOBBIIIAET IIaHc 3apaxenus [I19BM
BPEIOHOCHBIM MPOrpaMMHBIM OOECIIEUEHHEM,
(UIIMHTOBBIM aTakKaM U T.1. BTopoii mpobiemMoii,
BO3HUKAIOIIEH KaK B CIEICTBUU BHEIIHUX aTak,
3apakeHHs BPEJAOHOCHBIM IPOrpaMMHBIM o0ec-
MEYEHUEM, TaK U B CJIEACTBUM JIEHCTBUN BHYT-
PEHHETO 37I0yMBIIIUIEHHUKA (MJTH HApYIIUTEN, B
T. 4. 1 HEOCO3HAHHOTO0) — yTe4Ka KOH(HICHIIH-
aJIbHON MH(OPMALIMH B CIICACTBUM J0CTYyMA K MH-
TepHer [7].

CorntacHO UCCIIEeNOBaHUIO, PEAbHBIN Tpa-
¢uk B MuTepHere 3a 10 MUHYT OT cpeaHel Kop-
MOPATHUBHOW CETH COJIepKall MPUOIIU3UTEIHHO
57 000 makeroB, 1 100 ceancoB u 26 mpoTOKO-
noB. Bonbmast yacte Tpaduka MpUXOTUTCS Ha
TCP-nporokonsl. [IpudeM mopTel coennHeHuH —
80 u 443, xoTopbIe Yale BCEro acCOIMHPOBaHbI
¢ nporokona HTTP unu HTTPS/TLS. [puuem
HWMEHHO 3TH 2 POTOKONBI COCTABIISIOT OONBITYIO
4yacTh TpaduKa, OTHOCSIIYIOCS K web-Tpaduky
(TO ecTh MCIIONIL30BAHKE MTOIB30BATEISAMU Web-
OpayzepoB) [2].

AHanu3 pe3ynsTaToB COAEP)KMMOT0 HHTEP-
HeT-TpaduKa 1o HHPOPMAIUH, collepKalieiics B
HEM, MOoKa3aj, YTO CPelr WHTEepHeT-Tpaduka
Han0oJiee 4acTO BCTPEUYAIOIIUMCS SBIISCTCS
nporokonn HTTP, npuueM ecnu paccMaTpuBarh
nepeiaBaeMoe COIEPIKUMOe, TO OOJbIIas 4acTh
TpaduKka NIPUXOIUTCS Ha BUNICO-TPAPHUK U wWeb-
KOHTEHT [1; 4].

B pesynbrare aHaiu3a Ha3HAYCHUS (UIIb-
Tpalliu UHTEpHET-TpauKa ¢ IeNbI0 BhIOOpa
MOJIXOJISAIIEr0 BUa QYIIBTPAIMU HHTEPHET-Tpa-
¢uka ObLIO BBIACICHO 3 BUaa GuisTpanuu [3;
5;6;8]:

1) makerHast UIBTPAITHUS;

2) unbTpanys o mPOToKOIaM MPUKITaIHO-
T'O YPOBHS;

3) dunbTparys o KOHTEHTY.

Just nanpHelmeil pabotel ObBUT BHIOpaH
MeToJ] GUIBTPAIIUH 110 KOHTEHTY.
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Bbumu mpoanam3anpoBaHbl CUCTEMBI U Me-
TO/IBI KOHTEHT-QUIIBTPALINY, a TAKXKE OMpererne-
Ha UX IPUMEHUMOCTD JUIS KaXKJIOr0 U3 KaHAJIOB
yredkn uHpopManuu: 61okupoBanue mo [P-az-
pecy, oitokupoBka mo DNS-3anucu, 6;10KHUpoBa-
nue mo URL-anpecy, punprpamnus mo TeKcTo-
BOMY COJEPKUMOMY, GUIBTpAIHS MO PacIIu-
pPEHUSIM U TUTIaM QailiioB, QUIBTPAIs PE3YITb-
TaTOB IOUCKA.

B pesynbrate ObUTH BHIOpAHBI JBa METO-
na: oiokupoBka o DNS-3anucu u OJI0KHpOBKa
no URL-3anpocy.

Pa3paboTrka ¢opmajiu3oBaHHOH Moaeau
NPOrpaMMHOI0 KOMILJeKca (pUIbTPaANUU
HHTepHeT-TPpaukKa

[pouecc 6nokupoBku o URL-aapecam
MpecTaBisieT coOo:

u, €U, pecypc Nojiexur GIOKUPOBKE

Denyp, = b
u, ¢ U", pecypc He TOATEKHUT OIOKUPOBKE

[Ipornecc OmokupoBku 1Mo DNS-umeHam
MpeICTaBIseT COOOM:

d, € D", pecypc MomIeRuT GIOKMPOBKE

Deny,ys = b
d, ¢ D", pecypc He TOIIEKHUT OIOKHPOBKE

Muoxectso URL-ampecoB U ={u,,...,u,},

IERRREY

rae URL-anpec u, mpencTaBisaercs TBOMKOM:

U, = (di’pi)’

rie d, — nomennoe ums ¢ URL-anpece, p, — myTs 3an-
poca B URL-anpece.

MHoxecTBO qoMeHHBIX uMeH (DNS-3amm-
ceit) D={d,,...,d,},tne m<n,
MmuosxectBo 3anpemnieHHbix URL-anpecos
d D D
U ={ul ,...,u”.},

MuosxecTBo 3ampeneHHpx DNS-umen
D' ={d?,...,d"}.
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Pa3paGoTka apXuTeKTypbI
NPOrPaMMHOIO CPeACTBa, PeaJH3yI0LIero
NPOrpaMMHBIH KOMIJIEKC (PUIAbTPAUNH
HHTepHeT-TpaduKa

ApXHUTEKTYpa MPOrpaMMHOTO KOMILIEKCA,
COCTOHT U3 6 OCHOBHBIX MOIYJICH: MOIYIb TIOJTB30-
BaTeNIbCKOro HHTEpdelica, MOy HACTPOHKH, MO-
JyJib OT4YETa, MOMYIh aHanu3a Tpaduka, MOTYIb
paboThl ¢ TpadukoM, MOIY/Ib 0a3bl JaHHBIX 3all-
petieHHbIX / paspemeHHbix DNS, URL.

ApPXUTEKTypa MpOrpaMMHOTO KOMILJIEKCA
MpeacTaBieHa Ha pucyHke 1 u B Tabnure.

Pa3paboTka ajJropurMoB padoThl
NPOrpaMMHOI0 KOMILJeKca (puIbTpanuu
HHTepHeT-TPpauka

[IporpaMMHBIii KOMITIIEKC (PUITBTPAIIH HH-
TEepHET — TpaduKa MpeaycMaTpuBaeT Ba Me-
TOMa PUIIBTPAIUH:

1) punbrpanus mo DNS-umenam,

2) unsrpanus mo URL-aapecy.

B nepBomM ciyuae caiiT 6IOKHpyeTcs, eciiu
JTOT CaMT HaxomuTcs B crucke DNS-uMeH, Ko-
TOpBIC ClienyeT OJOKUPOBATH.

Bo BTOpOM ciyuae crpanuma cairta 0J0-
KHUpyeTcs, eciii OHa HaxoauTcs B cnucke URL-
aIpeCcoB KOTOPBIE ClIeNyeT OJIOKHPOBATh.

OnucaHHbIe BBIINIE METOABI (PUIBTPAIIHH
JIETKO ()OpMaJin30BaTh B BUJE OJIOK-CXeM, IIPE-
CTaBJICHHOW Ha PUCYHKE 2.

Briok-cxema onuckiBaeT 0000IIEHHBIN aJI-
TOpUTM (PUITBTpAINH, BKITFOYAIOIIHHA CIIIYOINE
TIary:

1) na BTopom mare mocie Beoga URL-
azipeca, 3arpyxaercsi BeO-CTpaHHUIa;

2) Ha TPEThEM IIare MPOUCXOIUT QUIIBTpa-
oust o DNS u URL;

3) Ha YeTBEepPTOM BBHIBOJ pe3yJibTara: JIn0o
BeO-cTpaHMIla 3a0JI0KUPOBaHa, JTMOO CTpaHHIIA
3arpyXaercsi B IepBOHAYAIBHOM BUJIE.

Hanee 6buT pa3paboTaH MPOEKT MPOrpamMm-
HOT'O KOMIIIIEKca QUIIBTPallii HHTEpHET-Tpadu-
Ka Ha s3bIKe mporpaMmupoBanus C# 1 onmucanbl
ero (pyHKIIMOHAJILHBIC BO3MOMHOCTH.

Brino nmpoBeneHo 3 3KcrepuMeHTaTbHbIX
uccienoBaHus. B pe3ynbraTe mpoBeIeHHBIX DK-
CIIEPUMEHTOB CHCTEeMOW (QuiIbTpanuu ObLIN:
yIa4yHO MPOBEpPEHa KOPPEKTHOCTH PabOTHI
¢unpTpanmu no DNS-3anucu, ynaqysno nposepe-
Ha KOPPEKTHOCTh paboThl QUIBTpPAIIUH TIO

[Nonb3oBaTenbckuii HHTEphEic

Monynb HacTpoiiku

Mopyne oTdeTa

L

~L 1 |

baza naHHbIX
3anpeneHHbIX /

DNS, URL

Monynb anamisa
Pa3peIICHHBIX Tpaduka

Monyib pa®oThl €
Tpaduxom

\’b\..

Puc. 1. ApXuTeKTypa mporpaMMHOTO CPEICTBA KOHTEHT-(QMIIBT paliii

CocTaBHBIE YACTH APXUTEKTYPbI MPOrpaMMHOIo0 KOMILJIEKCa

Hacrpoiika

CocTouT M3 CO31aHMS U yIAJIEHUs] CIIMCKOB 10CTYNa
M 110 KOTOPBIM ¢JieJlyeT 0JIOKMPOBATh CAMT

Awnanu3 Tpaduka

Beinonusier ananms Tpa(bmca Ha JOITYCK K HUM

PaboTa ¢ Tpaduxom

BeinonHsier 3a1auy 6JOKUpOBaHUS caiiTa

Otyer BBIBOAUT CIMCOK CAaTOB, K KOTOPBIM 3allpellleH JOCTYI
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Havano

-NepeyeHb
3anpelteHHbIXx URL,

-URL Agpec 3anpoca

3

MpoBeaeHve punbTpaLmm no

URL, DNS
4
BbiBOg,
pesynbraTa(Beb-
CTPaHMLbl)
5
KoHew,

Puc. 2. briok-cxema anroputMa paboThl IPOrpaMMHOTO KOMIDIEKca (DUIIBTpalii HHTEPHET-Tpaduka

URL-anpecy, chopMupoBaHbl OTYETHI O BBISB-
JICHHBIX 3a0JIOKHPOBAHHBIX CAalTax B )KypHalle
(buIBTpany.

Takum 00pazoM, yCIienHoe POBEICHHE K-
CTIIEpUMEHTOB ITO3BOJISIET YTBEPKAATh O BHITION-
HEHHUE MPOrpaMMHOro KOMITIEKCa KOHTEHT-(QUJTb-
Tpal¥ HHTEPHET-Tpa(rKa OCTABICHHBIX TIepe
HUM 3a/ad.
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Abstract. Currently, the role of the Internet in the life of society is growing, and the
state’s view of it is changing. Increasingly, the content posted on the Web goes beyond the
laws of individual countries, their social norms, and the political lines of the authorities. Besides,
Internet has a significant impact on intellectual property and telecommunications, jeopardizing
the economic interests of many industries. These trends have contributed to the need to filter
some types of content, and have caused disputes about the permissible limits of state intervention
in the functioning of the network. Content filtering systems and methods were analyzed, and
their applicability for each of the information leakage channels was determined: blocking by
IP address, blocking by DNS record, blocking by URL, filtering by text content, filtering by
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extensions and file types, filtering search results. The project of a software package for
filtering Internet traffic in the C# programming language was developed and its functionality
was described. As a result of the experiments carried out by the filtering system, the following
results were obtained: the correctness of filtering by DNS record, the correctness of filtering
by URL were successfully checked, reports on identified blocked sites in the filtering log were
generated. Thus, the successful conduct of experiments allows us to assert that the software
package of content filtering of Internet traffic performs the tasks assigned to it.

Key words: Internet traffic, filtering, confidential information, information security,
software package.
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