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AunnoTtauus. L{enpio 1aHHO cTaThy SBISETCS UCCIEIOBAHIE 0COOCHHOCTEN HCTIONb-
30BaHMSI MAIIMHHOTO OOYYEHUS B 3alIUTE BEO-MPHIIOKEHHH. BbITH M3ydeHbl METOIBI 3a1IH-
ThI BEO-TIPUIOKEHHUS U CIIOCOOBI 00yUCHUS HEHPOHHBIX ceTeil. PesynbraToM naHHON paboTh
SIBJIICTCS. TEOPETUYCCKHI 0030p HEHPOCETEBOM 3aIUThI BEO-TTPHIIOKEHUS.

KawoueBrble cioBa: cereBas cucreMa, HHGOpMaIMOHHAs 0€30MacHOCTh, MAIMHHOE
o0y4eHue, OpaHaMaysp, BeO-IPUIOKEHHE, CPEACTBA 3aIIUTHI, CHCTeMa 0OHApyKEHUS BTOP-
KEHUH, CKaHep BeO-TIpHIIoxkeH s, Opanamaysp Beo-punoxkenus, COB.

BBenenmne

be3omacHOCTh CETEBBIX CHCTEMCTAIO
HEOOXOAMMOCTEIO, TaK KaK Bce OOJBIINE BakK-
HOU HH(pOPMAIUU XPAHUTCS U UCTIONB3YETCS B
pexuMe onnaiiH. PacripocTpanenue BeO-mpu-
J'IO)KeHI/Iﬁ OTKpBIBaeT HOBBIC BeKTOpBI aTaKWu.
TpaauuroOHHbIE MEXaHU3MBbl 3alIUThI, TaKUE
KakK OpaHaMay3phl, He MPEAHA3HAUYCHBI IS 3a-
IUThI BEO-NIPUIIOKEHUH U TT0O3TOMY HE oOecIie-
YUBAIOT aJIeKBaTHOM 3aluThl. Texkylniue ara-
KM HE MOTYT OBITH MPENOTBPAIIECHBI TOIHKO
nyteM OsokupoBanus nmopros 80 (HTTP) u 443
(HTTPS).

[IpeBeHTHBHBIE MEPHI (HampuMep, IpaBu-
na OpaHIMayl3pa BeO-TIPHIIOKEHUs) HE Bceraa
BO3MOXKHBI. CUTHATYpHBIC METOJIBI JIJISI OOHAPY-
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JKEHUS BCETJla HaXOATCS 1103311 (PaKTHYECKOTO
COOBITHS.

CereBble OpaHIMayd3phl C MPUHYIUTETh-
HBIM ITPUMEHEHHEM MTPOTOKOIA 00BIYHO 0bectie-
YHBAIOT MEPBYIO JIMHUIO 3aIIUTHI, 3a/IePKUBast
OOJIBIIMHCTBO OCHOBHBIX aTaK Ha MEPUMETpPE
cetd. OHH, B OCHOBHOM, pabOTalOT Ha CETEBOM,
CECCOHHOM M TPAHCIOPTHOM YPOBHSIX 3TaJIOH-
Hoit moxenu cetu (OSI).

Pa3paboTynku 3HAYUTENBHO PACIIMPHUIN
BO3MO)KHOCTH CETEBBIX OpaHIMAaydpOB IS KOH-
TPOJIS ENOCTHOCTH ITUPOKOTO CIIEKTPa MPOTO-
KOJIOB BEpXHEro ypoBHs, Takux kak DNS, FTP,
HTTP, SMTP u TFTP.

CranpapTHele OpaHIMay pbl MOTYT MO-
MOYb OTPaHHYUTH WU Pa3perInTh JOCTYI K ce-
TEBBIM NIOpTaM. XOTsl OpaHMay3pbl IPOKCH-CEp-
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Bepa MPHJIOKEHUH CYIIECTBYIOT, OHH HE MOTYT
MOHSTH KOHKPETHOE CONEPI)KHUMOE BCEX BEO-TIPH-
JIOKEHUH, 3aITyCKAeMBbIX MPEATIPUSATHEM.

CymiecTByeT /iBa TIOAX0Ja 3aIUTHI:

1. Ha ocHOBe curHaTypHOTrO aHanm3a: OpaH-
JIMaydp BeO-TTPIIIOKEHHSI MICHTU(DUIIUPYET aTa-
KH TIOCPEJICTBOM MPOBEPKH Beb-3ampoca Ha co-
OTBETCTBUE CUTHATYpE aTakH.

2. Ha ocHOBe aHOMAaJIbHOTO MOBEAEHUS:
OpaHaMay?3p BeO-IIPUIOKEHUS UACHTU(DUIIUPYET
aTaKy IMyTeM OOHApy>KeHHsI aHOMaJbHBIX 11a0-
JIOHOB Tpaduka [9].

3amuTa BeO-NPUIOKEeHUSA

3amuTa BEO-IPUIOKEHUH — 3TO OTpacib
nH(POPMAIMOHHOH 6€30MaCHOCTH, KOTopas odec-
MeYNBaeT 3allUTy BeO-CaliTOB M BEO-TIPHIIONKE-
Huil. OHa oTJIMYaeTcs OT APYTHX BeTBeH HHPOP-
MaIMOHHOI 0€30aCHOCTH TEM, UTO 3aIHUTa BED-
MPHUIIOKEHUH COCPEZIOTOUCHA HA YI3BUMOCTSX B
KOJIe TIPHIIOKEHN I, KOTOpbIe OOHAPY)KHBAIOTCS BO
BpeMs ceaHca TOJNb30BaTeNsl B MHTEPHETE.

BonpIIMHCTBO aTak Ha BeO-CepBEPHI OCY-
MIECTBIISIIOTCS Yepe3 CeTeBble OpaHIMaydphl U
gepe3 noptsl http (80) wmu https (443). Hekoro-
pble U3 Hauboee YacTo MUCIOIb3YyEMBIX METO-
JIOB B3JI0OMa BKIIOYAIOT OTKa3 B OOCTY>KHBaHUH,
YTEUKY, MEKCAUTOBBIN CKpUTITUHT, SQL-UHBEK-
UK ¥ pacKpbITHE HHpOpMAIHH [§].

st obecrieueHust 6€30MaCHOCTH BeO-TIpH-
JIOKEHU I TOMUMO CTaHIApTHBIX OpaHAMAay pOB
Ha IMPUKIIaJHOM YPOBHE UCIIOIB3YIOTCS pa3iny-
HBIC TUIIBI PEIICHUH TaKue KaK: BHEIIIHHE HHCT-
PYMEHTHI — cKaHepbl BeO-nprutokennii (WAS)
u 6panamays>psl (WAF) 1 BHyTpEeHHHE — CAMO
MPHUIIOKEHHUE JIOJHKHO OBITh CaMO3alIHUIICH-
HbIM [10].

Ckanep BeO-niprnoxkenuii (WAS) —3To aB-
TOMaTU3UPOBAHHAS ITPOTrPaMMa, KOTOpas poBe-
psieT BeO-TIPHUIIOKCHHUSI Ha HAJIMYHE ONpeJIeIICH-
HBIX YA3BHUMOCTEHl B cHUCTeMe 0e30MacHOCTH.
WAS wucronszyer aaroput™ Guibrpanuu s
OOHapyXeHUs YI3BUMOCTEH B BEO-TTPHIIOKCHU-
sIX OCHOBaHHBINM Ha OTPHUIIATEIHHOM JIOTHKE (Iep-
HBIHM criicok). OuiasTpalus oTpulaTeNbHON J10-
T'HKH, TIOCTPOCHHAS! HA CUTHATYpaX M3BECTHBIX
aTak, TMO3BOJISIET CHCTeMaM Oe30IacHOCTH Tpe-
JOTBPATUTH MOMAJaHHUE HA 3AIIUIICHHBIE CEpPBE-
PBI JIFOOBIX 3aMpPOCOB, KOTOPBIE MOTYT COOTBET-
CTBOBaTh curHarypam atax [10].
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Bpanamayspsr BeO-npunokenuii (WAF) —
3TO anmnapaTHbIe WM IPOrpaMMHBIC YCTPOMCTBA,
npeAHa3HaYeHHbIC J/Ii MOHUTOPHHTA Tpaduka
BeO-caiiTa, ¢ BO3MOXXHOCTh IPUMEHEHUS TOJIHU-
THKW K TpaH3aknusM Opaysepa ceppepa.UToOb!
OTJINYUTH OOBIYHBIC 3aITPOCHI OT HECAHKI[MOHU-
poBaHHBIX 3ampocoB, WAF ncrnone3yror Habop
npaBuII QUITBTpaIMKY B BUIE OEIBIX CIIMCKOB, Yep-
HBIX CIIMCKOB MM uX komOuHarmu. Oosryno WAF
nepenaer MpPUIOKEHHIO TOJIBKO Te 3alpoChl, KO-
TOpbIe KIaCCUPUIMPYIOTCS KaK OOBIYHBIC 3aIl-
POCHI. 3anpockl, KI1acCU(PUIINPOBAHHBIE KAK MO-
IIEHHUYECKHEe, OOBIYHO OJIOKUPYIOTCS U, TAKUM
o0pa3zoM, He repeatoTcst B npuioxkenne. Cosna-
HUE HAOOpPOB MpaBHI (PUIBTPaA SBISIETCS CIOXK-
HOM 3aJ1a4eil, IOTOMY YTO € OHOW CTOPOHBI, ECIIN
WAF Gnokupyer HEeKOTOpbIe OOBIYHBIE 3aITPOCHI
(MokHOE cpabaThIBaHUE), TO IPHIOKEHHE MOXKET
Oomnbire He pyHKIHMOHMPOBaTh. C ApyToii cTopo-
Hbl, eciii WAF He OJIOKHpYyeT BCe TOCTOPOHHUE
3arpockl (JIOKHOOTPHUIIATENBHBIE), TO 3JI0YMBIIII-
JeHHUK MokeT o0oiitn WAF u mcrnonb3oBaTh
YSI3BUMOCTD B TPHIIOKEHUH [4].

[lo3utnBHAs noruyeckas GUIBTPALUS 110-
3BOJISICT BBIMOJNHATE JIOMYCTUMBIE 3aIIPOCHI, OC-
HOBaHHbBIC HA HA0OPE CUTHATYP (OEJIbIH CITUCOK),
OIpEIENSIONINE, KAKHE THITHl KOMMYHHUKAIHH 3a-
NIMIICHHBIN cepBep 3HaeT Kak o0pabaThiBaTh;
3TO MPENOTBpalIaeT JIF0ObIe 3aPOCkl, HE OIpe-
JieNIeHHbIe KaK JIOMyCTUMBIC, OT JOCTHXKCHHUS
3aIUIIEHHBIX CEPBEPOB [7].

@uIBTpaLys HA OCHOBE CEAHCA UCIIONb3YET
MpaBUiIa HA OCHOBE MOJIOKHUTELHOW JIOTUKH, HO
MO3BOJISIET BKITIOYATH TEPEMEHHBIC B HA0Op Ipa-
BWIJI. 3HAYCHHUS TTEPEMEHHBIX 3aIaf0TCsl AUHAMU-
YecKH BO BPEMsl IMOJIb30BATEIILCKUX CEAHCOB.

HenocraTtku monokKUTEJIFHON JTOrHYeCcKOM
¢ubTpanuu — 310 TpeObOoBaHUE OONBIION Oa3bl
JAHHBIX YSI3BUMOCTEN, OCHOBAHHOW HA IIPaBUIIaxX
PETYISIPHBIX BEIpKEHU . DTO BBI3BIBACT TLIOXYIO
MPOITYCKHYIO CIIOCOOHOCTH, TpedyeT OobIie pe-
CYpCOB, C TPYIOM aJalnTHpPyeTcs K OOJNbIINM
BeO-cucrteMam [5].

3a cueT yMEHBIICHHS KOJTHYeCTBa MPaBHII,
JUTS YITy9IIeHHUs TPOITYCKHOW CIOCOOHOCTH, CHH-
XKaeTcsk KaueCcTBO OOHapyKEHHS YSI3BUMOCTEH.
C uenplo MOBBIIIEHUS MPOU3BOIUTEIHLHOCTU
WAF, npontyckHo# criocobnoct, WAF paspaba-
THIBAIOTCSI C MCIIOJIB30BAHUEM METOJIOB HCKYC-
CTBEHHOT'0 MHTEIUIEKTA (MCKYCCTBEHHBIE HEHPOH-
HBIC CETH, HEUETKasl JIOTHKa).
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Jiist 0OHapyKeHUs aTak HCIOJB3YIOTCS
IBa croco0a: CUTHATYPHBIH U aHOMAaJbHBIN.
[lepBBIii HCTONIB3YyETCSA IS UACHTU(QUKAIIMH
M3BECTHBIX aTak M TpedyeT peryasipHoe OOHOB-
JICHWE CHTHATYp, B TO BpPEeMs KaK BTOPOH HC-
MOJIB3YeTCsl Ul UACHTU(DUKAIIMY HEN3BECTHBIX
WJIM HOBBIX aTak, YTO OYAET SIBISITHCS OTKIIOHE-
HUEM MOJIEITH, TOCTPOCHHOM Ha HayaIbHOM dTa-
ne oOyueHus 6e3 arak. O6a cmocoba OymyT
OTpENeNsTh aTaKy BMECTOJICTUTHMHBIX BeO-
3ampocos [6].

CylIleCTBYIOT pa3indusi MSKIY OOBIYHBIM
OpaHMay3poM U OpaHIMay3IpOM BeO-TIPUIIOXKE-
Huid. OOBIYHBIA OpaHAMaysp MMEET JIENO C Ce-
TEBBIM YPOBHEM, a OpaHaMayd p BeO-TpHIIoKe-
HUSI ©UMEET JIENI0 C MPHUKIIAJIHBIM YPOBHEM.

HckyccTBeHHAsT HEWPOHHAS CETh COCTOMT
M3 TPYIIIBI 00pa0aThIBAIOIINX 3JIEMEHTOB (HEl-
POHOB), KOTOpBIE TECHO CBSI3aHBI MEXIy COOOH
U TpeoOpa3yoT HabOp BXOMHBIX JIAHHBIX B Ha-
00p MPEIOYTUTENBHBIX BEIXOIHBIX [2].

HckyccTBEHHBIE HEHPOHHBIE CETH SIBIISIOT-
csl anpTepHaTHBaMu. [lepBoe MpenMyIIecTBO B
WCITONTb30BAHUH HEHPOHHOW CETH TIPU 0OHApYKe-
HUW aTak OyleT 3aKIouaThCcsl B THOKOCTH, KO-
TOpPYIO 3Ta ceTh oOecrneuut. HeliponHas ceTh
ObuTa OBI CITOCOOHA aHATTM3UPOBATH JAaHHBIC U3
JTOW CETH, JaXke €ClId 3THU JAHHBIE SBISIOTCS
HETIOJHBIMH MJIH HESICHBIMU. AHAJIOTMYHBIM 00-
pasoM, ceTh OymeT 00J1aaTh CIIOCOOHOCTBIO K
aHaJIM3yaHHBIX HEMMHEWHBIM 00pa3oM. Kpome
TOT0, TOCKOJIbKY HEKOTOpPhIE aTaKh MOTYT OBITh
MPOBECHBI IPOTHUB CETH B CKOOPIMHUPOBAHHOM
aTake HECKOJbKUMU 3JIOYMBIIIICHHUKAMH, CII0-
COOHOCTh 00pabaThIBaTh JaHHBIC U3 HECKOJIb-
KHX UCTOYHUKOB B HEJIMHEHHOM(OpMe 0COOCH-
HO BaxkHa [3].

[Ipobaema yacToro oOHOBICHHS TPaIUIIH-
OHHOTO JIETEKTOpa aTak TaKKe CBeleHa K MU-
HumyMmy. Heiipocerp oOnamaer cBoiicTBOM
000011IeHMST U, CIEI0BATEILHO, CITIOCOOHa 00Ha-
PYXKHBaTh HEM3BECTHBIC aTaKd WM JIaXKe Bapua-
IIUH N3BECTHHIX aTak. Elle o/iHa mpuirHa HCIoib-
30BaTh COB Ha 0CHOBE HEHPOHHOI CETH 3aKITI0-
qaercss B TOM, YTO CHCTEMa MOXET KIIacTepH-
3UpPOBaTh MAOIOHBI, KOTOPhIE UMEIOT CXOXHUE
4epThl, TaKUM 00pa3oM, mpobiemMa Kinaccugu-
Kallud B OOHapYyXCHUHM aTaKh MOXET OBITh pe-
meHa. EcrecTBeHHast CKOPOCTh pabOThI HEHPOH-
HBIX ceTel SBISETCS elle OJHUM IperuMylle-
ctBoM [1].
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3akjg0uenue

Cucrema, co3qaHHas Ha OCHOBE MallIMHHO-
ro oOydeHus, obnanaeT BO3MOKHOCThIO OOHa-
PY’KEHHS HOBBIX BUJIOB aTak, He TpeOyIoImux 00-
HOBJIEHUs CHUTHATyp. Takxe HelpOHHAas CEeTh
obecrieyrBaeT BO3MOKHOCTh MPOTHO3UPOBAHHUS
JU1st OOHAPY)KEHHS CITy4aeB BTOPKEHHSI, YTO TIPO-
SIBTISIETCSL B CIIOCOOHOCTH OIPEENATh YTO U T/
MOXET MPOU3OITH B Mporiecce aTaku. [lockonb-
Ky HelpoceTh oOy4aercsi Ha aHOMaJHAX TMOBe-
JICHU I TIOJIb30BaTeN s, HEOJJHOKPATHO COBEpIaB-
IIEro MOMBITKU B3JIOMa, OHA TIOJTHOCTHIO a/1alTh-
poBaHa K ocoOeHHOCTsAM 3ainuiaemoro WEB-
TIPUTIOKEHHSL.
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USING NEURAL NETWORKS TO PROTECT WEB APPLICATIONS
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Abstract. Security of network systems has become a necessity, as more and more
important information is stored and used online. The spread of web applications opens up new
attack vectors. Traditional security mechanisms, such as firewalls, are not designed to protect
web applications and therefore do not provide adequate protection. Current attacks cannot be
prevented only by blocking ports 80 (HTTP) and 443 (HTTPS). Preventative measures (such
as web application firewall rules) are not always possible. Signature methods for detection
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are always behind the actual event. Protocol-enforced network firewalls usually provide the
first line of defense, delaying most major attacks on the network perimeter. They mainly work
on the network, session, and transport layers of the reference network model (OSI). Developers
have significantly expanded the capabilities of network firewalls to control the integrity of a
wide range of top-level protocols, such as DNS, FTP, HTTP, SMTP, and TFTP. Standard
firewalls can help restrict or allow access to network ports. Although application proxy firewalls
exist, they cannot understand the specific content of all web applications run by an enterprise.
The purpose of this article is to study the features of using machine learning in web application
protection. Methods of web application security and learning neural networks were studied.
The result of this work is a theoretical overview of the neural network security of a web
application.

Key words: network system, information security, machine learning, firewall, web
application, security tools, intrusion detection system, WAS, WAF, IDS.
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