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AHHoTanus. B cratbe paspaboran poOOTOTEXHHYECKHI KOMILIEKC M CHCTEMa, IMO-
3BOJISIIONIAS YIIPABIISITh 3TUM KOMIUIEKCOM 10 HAJIGKHOMY KPHIITOrpaduIecKu CTORKOMY CO-
enuHeHnt0. OCHOBHBIM 3JIEMEHTOM JIAHHOM CHCTEMBI SIBIISICTCSI KPHITOrpadUISCKUil YHIl

% STM32F415. OH no3BoJseT yMEHBIINTh HArPYy3Ky Ha LEHTPAITBbHBIN MPOIECCOp IS BBITION-

af HEHHSI JITOPUTMOB YIIPaBIIeHHU I, 0CBOOOIMB €T0 OT KPUITOrpauuecKux oneparmii, TeM ca-

™ MBIM, TaPaHTHUPYA BBIUTPHIII BO BPEMEHHU.

§ KiroueBble ci10Ba: kaHan ynpasieHus, Kubepdusndeckue cucTeMsl, poOOTH3UPOBAH-

< HbIE CUCTEMBI, KpUTITOTpaUIESCKUE allTOPUTMBI.

o

M

é ABTOMaTHU3MPOBAHHBIE U POOOTU3NPOBAHHBIE YecKUMH djeMeHTaMu. CerogHs npeacTaBuTen
§ CHCTEMBI 00JIaJIal0T HEPa3PHIBHOM CBSI3bIO MEXK- TaKUX CHCTEM MOTYT OBITh HAl/ICHbI B CAMBIX Pa3-
5 Ty BXOJISIIAMH B HUX BBIYHCIIUTENLHBIMU U PH3HU- HOOOPa3HBIX 00JIACTAX — KOCMOC, XMMHUECKas
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TEXHOIIOT UL, TPpaKIaHCKas HH(PACTPYKTypa, SHep-
reTHKa, 37[paBOOX paHEHHE, IIPOU3BOJCTBO, TPAHC-
MOPT U TOTPEeOUTENbCKUE YCTpoiicTBa. Takoit
KJIaCC CHUCTEM 4YacTO PacCMaTPHBACTCS KaK KH-
Oep¢usnueckue cucremsl [1; 2].

C nenbto npoBepku padboThl Kpunrorpadu-
YECKOIr0 yCcKopuTelis Oblna paspaboraHa pobo-
TH3UpOBaHHas cuctema (puc. 1), cocrosmas u3
CIEAYIOIINX YacTeM:

— BeagleBone Black (rmaBHbIi nporieccop
POOOTH3UPOBAHHOMN CHCTEMBI);

— Mini Maestro 18-Channel USB Servo
Controller (mpaiiBep-aBHUTaTETb);

—MG996R (cepBonpuBoabI);

— STM32F415 (kpurnrtorpadguyeckuii aum);

— bnok nuranus;

— Wi-Fi amantep.

VYipapieHrne poOOTH3UPOBAHHON CHCTEMOM
OCYIIECTRIIACTCS UCTob3oBanueM Wi-Fi afamnte-
pa B KauecTBe MmepeaaTdnka pagunocuraana [3; 4].

Jst obecrnieveHus Kpunrorpaguiecku cToi-
KOT'0 TIPOTOKOJA YIPABJICHUS B pOOOTH3UPOBAHHON
CHCTEME HCIIONIB3YETCSI MUKPOKOHTpOILIEp ¢ 32-
paspsaasm simpom ARM Cortex-M4F ¢ kpuritor-
paduueckum yckoputenem STM32F415rgt mpo-
n3BojcTBa Kommauuu «STMicroelectronicsy.

B.B. Bapanos, 3.P. Anues. 3auiTa KaHaJia yupapieHUs pOOOTH3UPOBAHHBIX CHCTEM

Hcnonb3ys TEXHUYECKYI0 JOKYMEHTAIIHUIO,
OBLIT TIPOBE/ICH aHAIN3 BBIBOJOB KpUNITOrpadu-
YEeCKOTO YHIla C BBIBOJAMH MHUKPOKOHTPOILIEpa
STMFO0, mocie KoToporo ObLIO MPUHATO periie-
HUe BHeNpUTH umnl B tuiaty STM32f0discovery,
3a3eMJIMB HECKOJIBKO KOHTAKTOB (puc. 2).

Juist Toro, 9To0b! un aenmdpoBai mpuHs-
ThI€ TIAKETHI, B KAUECTBE aJITOpPUTMa JIEeIIH(PO-
BaHuA ucnonbi3oBaica AES ¢ mmuHONR Kirroua
128 6ut. JlaHHbIN aaropuT™ ObLT BEIOPAH 3a CBOE
ObICTpO/ICiiCTBHE W KPUTITOCTOUKOCTb.

B kauecTBe anropuTMa pacrpeieieHHs
KITtouel ObLI paCCMOTPEH U peain30BaH alro-
put™m Jnddu — Xennmana, KOTOpbIii TO3BOIS-
€T JIByM CTOPOHAaM IOJIYYHTh OOIIMI CEeKpeT-
HBIM KJII0Y, KCIIOJIb3YS HE3allUIIEHHbIN OT Po-
CIYIIMBAHHUSI, HO 3aIIUIICHHBIA OT MOJMEHBI,
KaHaJ CBsI3H.

OyHKIMOHAIBHAS cXeMa KpUITorpadu-
YECKH CTOMKOro MPOTOKOJIa yIpaBiIeHus podo-
TH3UPOBAHHON CUCTEMOW MpejicTaBieHa Ha
pucyHke 3.

B kadecTBe IEHTpaJbLHOTO Mpoleccopa u
3JIEKTPOHHOTO MO3Ta JUIsi poOoTa ObLT BEIOpaH
onHOMIAaTHEIN KommbioTep BeagleBone Black
(BBB).

Puc. 2. Kpunrorpaduueckuit unn STM32F415
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C uenbio MOAKIIOUEHHS JIpaliBepa-aBura-
tenb (Mini Maestro 18-Channel USB Servo
Controller) k maBHOMY nporieccopy (BeagleBone
Black) mo UART-unTepdeiicy ObU1 B3AT KOHBEp-
Top ADuM1201, koTopslil nmpexHazHayeH s
npeoOpa3oBaHus AIIEKTPOIHEPTUN OJHUX Tapa-
METPOB WJIM TOKa3aTesiell KauecTBa B DIIEKTPO-
SHEPrUI0 C APYIMMH 3HAYCHUSMH I1apaMeTpPOB
WJIM TIOKa3aTenei kauectsa. Ha pucynke 4 n300-
pa’keHa TiaTa mepes BEITPpaBKol, HapuCcoBaHHAs
B iporpamme P-CAD 2006.

JIJISI TOTO, LITO6I)I IIPOBECTU NCCIICAOBAHUSA
peann30BaHHON KPUMTOTrPadUIECKON CHCTEMBI
Ha TpeaMeT OOHapYKEeHHS MPOOJIeM U OIIHOOK,
OBUT OCYIIECTBIJICH IIEPEXBAT U aHAIHM3 Mepesa-
BAa€MbIX IMAaKETOB C MOMOINBIO MPOrpaMMBbl
Wireshark.

C nomompro KimmeHTCcKol mporpaMMel, Tie-
penaercst coobrenue «ololololo» pobory B OT-
KpBITOM (He3amupoBaHHOM) BUJIC.

[penBapurensHO aBTOPH30BaBIIMCH B Wi-Fi
CeTH, HyXHO 3anmycTuTh Wireshark, ¢ momorisio
KOTOpOro OyIyT TepexBadycHbI TepeiaBaeMble ma-
KeTbl. Ha pucyHke 5 BUIHO OTTIpaBIisieMoe CIIOBO.

Temneps nepenaemM 3amudpoBaHHOE CIOBO.
Haxonum nepenaBaeMplii TakeT U BUJUM IIUQ-
POBaHHBIM TEKCT JUTUHOMN B 16 OaiiT (cM. puc. 6).

AHau3 MaKeToB pealn30BaHHON KPUTITOT-
paduueckoil cucTeMbl Ha IpeaMeT oOHapyxe-
HHS IPOOJIEM U OIIMOOK C ITOMOIIIBIO ITPOrpaM-
Mbl Wireshark mokasaj, 4To xomaHza, mepe-
naBaemasi poOOTH3UPOBAHHOW CUCTEME, SIBIISI-
ercs 3ammQpoBaHHON, a mmdpoBanne Wi-Fi
cetu (WPA2), B oTnu4ue OT TEXHOJIOTUU
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Bluetooth, siBisieTcss AOMOJHUTEABHBIM IIpe-
MATCTBHEM K paciii()poOBaHHUIO CEKPETHOH KO-
MaHJbl 3JIOYMBIIIIIEHHHKOM. Kpome 3ToroO,
OpraHW30BaHa IMOCTOSTHHAS CMEHa KPHUIITO-
KJII0Yel, TeM CaMbIM HCKJIIOYEeHa BO3MOX-
HOCTh UX Mmoadopa.

Takum o0Opa3oMm, B HacTOAMICH CTaThe
MpENCTABIICH NMPUMEP CO3/aHus POOOTHU3UPO-
BaHHOTO KOMILIeKca, kak snemenTa KbC, ¢ 3a-
IIAIIEHHOW CHCTEMOM ynpaBJieHUs] UM Ha OcC-
HOBe ajaroputma mudpoanus AES, sBiusio-
MUMCS Ha CETOAHSIIHUNA MOMEHT Haubomee
KPUNITOCTOUKHM.

Kpome Toro, [uist 3alIUTBI OT aTaku «rpy-
0oro nepedopa» KpunTorpaGUUECcKoro Kirua B
CHCTEME YIPaBICHUS HEOOXOAUMO Pealln30BbI-

File Edit

[ W 2 | [TCP Segment Len: 16]
} Sequence number: 47

View |

Header Length: 32 bytes
» Flags: ©x018 (PSH, ACK)

Window size value: 229

[calculated window size:

No. Time

22 2016-05-26
23 2016-05-26
24 2016-05-26 »
2S 2016-05-26
26 2016-05-26
27 2016-95-26
28 2016-905-26
29 2016-05-26
30 2016-05-26
31 2016-05-26

Checksum:
urgent pointer: o
» oOptions: (12 bytes),
» [SEQ/ACK analysis])
w Data (16 bytes)

[Length: 18]

[window size scaling factor:
ox7c27 [validation disabled]

No-Operation (NOP),

B.B. bapanos, D.P. Anues. 3amyra kaHaa ynpaBIeHHs] POOOTH3UPOBAHHBIX CHCTCM ——

BaTh aJTOPUTM paclpeneseHus Kitoueil, To3Bo-
JIAFOILIMN TEHEPUPOBATH HOBBIM KITHOU, KX /IbIH pa3
Tepen BHITOTHEHHEM KOMAaHIbI.
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Wireshark - Packet 36 - wireshark_pcapng

(relative sequence number)
[Hext sequence number: 63
Acknowledgment number: 16

(relative sequence number)]
(relative ack number)

29312]

128)]

No-Operation (NOP), Timestamps

pata: 616C616C616C6T6C6T6CET6CE6T6CE6T00

32 2016-05-26 0 c4 e9 84 dd fa 23 24 fd 52 25 SO 29 08 00 45 00  ..... #$. R%P)..E.
33 2016-05-26 00 44 18 72 40 00 40 06 4C e4 cO ad 2a Oc cO as D.r@¢.@. L...*. ..
34 2016-905-26 ) 2a 01 9d 86 23 82 3c 4e 5Sb 16 63 df 18 cf 80 18 ® e TN LiGyerasn
35 2016-05-26 00 eS 7c 27 00 00 01 61 08 0a 00 01 51 a6 00 00 . Qoo
155 20160520 MRTYCRRTRIEC o o7 sc 6f 6c 67 6c 67 6c 67 6c of ccliololol olololo

37 2016-05-26
38 2016-05-26
39 2016-05-26
40 2016-05-26
41 2016-95-26
42 2016-05-26
43 2016-05-26

00se

Puc. 5. IlepexBar He3amMppOBaHHOTO COOOIIEHNUS ¢ TIOMOIIBIO TporpaMmbl Wireshark

File Edit View

m &

[TCP Segment Len:
sequence number: 1
[Hext sequence number:
Acknowledgment number: 1
Header Length: 32 bytes
Flags: 0x018 (PSH, ACK)
window size value: 229
[calculated window size:

16]

1
9

No. Time
1 2016-05-26 >
2 2016-05-26
3 2016-05-26
4 2016-05-26

5 2016-05-26 » Checksum: .
6 2016-05-26 urgent pointer: @
7 2016-05-26 » Options: (12 bytes),

» [SEQ/ACK analysis]

8 2016-05-26
w Dpata (16 bytes)

9 2016-05-26

10 2016-05-26
11 2016-05-26 [Length: 18]
ekl c4 e9 84 dd fa 23 24 fd
T 00 44 co af 40 00 40 06
S 2a 01 9d 8a 23 82 bhd 4c
, 00 e5 6e 2d 060 00 01 01
SRR gg;g :g gg 53 2d 35 dc e5 7d
18 2016-05-26
19 2016-05-26
20 2016-05-26

No-Operation (NOP),

Wireshark - Packet].'VVHeshark_pcggﬁé.

(relative sequence number)
17

(relative sequence number)]
(relative ack number)

229]
[window size scaling factor:
ox6e2d [validation disabled]

-1 (unknown)]

No-Operation (NOP), Timestamps

Data: e32d35dce57dbbo67d79f66030d8598b

S2 25 SO 29 08 00 45 00  ..... #$. R%P)..E.
ob a6 cP a8 2a Oc co as .D..@.@ o™
fd 91 db 06 f1 22 80 18 e TR widteiva o
08 0a 00 02 4e eb 00 00 wis M paie: s umiieass
bb 66 7d 79 f6 60 30 d8| NZ.-5. . G o Ao I

Puc. 6. IlepexBar 3ammppoBaHHOTO COOOIIEHUS € MOMOIIBIO porpaMmbl Wireshark
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Abstract. Automated and robotic systems have an indissoluble connection between
computing and physical elements included in them. Today, the representatives of such systems
can be found in a wide variety of areas — space, automotive, chemical technology, civil
infrastructure, energy, health, manufacturing, transportation, and consumer devices. This class
of systems is often considered as cyberphysical systems.

The article presents an example of creating a robotic complex, as an element of the
CBS, with a secure control system based on the AES encryption algorithm, which is currently

the most crypto-resistant.

In addition, to protect against a brute-force attack on a cryptographic key, the management
system must implement a key distribution algorithm to generate a new key each time before

executing the command.

The article developed a robotic complex and a system that allows you to manage this
complex for a reliable cryptographically stable connection. The main element of this system is
the STM32F415 cryptographic chip. It allows you to reduce the load on the CPU to perform
control algorithms, freeing it from cryptographic operations, thereby ensuring a gain in time.

Key words: channel control, cyber-physical systems, robotic systems, cryptographic

algorithms.
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